July 2010 Quarterly Data Report
Alaska eHealth Network
Prepared by: Alaska Native Tribal Health Consortium

Ref: APPENDIX D - Pages 73-75 of Federal Communications Commission FCC 07-198

Alaska eHealth Network Update:

This report provides an update on the Alaska Rural Health Care Pilot project from May 1, 2010
through July 30, 2010 as well as a complete report on the project.

Brief Project Summary:

The Alaska Rural Health Care Pilot proposal was developed through a partnership of health care
providers, federal and state health agencies, insurers, and consumer groups. Funds from the FCC
RHCP will finance the design and development of a statewide broadband network (the Alaska
eHealth Network, or AeHN). Comprised primarily of rural health care practitioners, the Alaska eHealth
Network will unify and increase the capacity of disparate healthcare networks throughout Alaska in
order to connect with urban health centers and access services in the lower 48 states. Alaska
Native Tribal Health Consortium has been designated by the partners to act as interim project
manager until replaced by a public-private partnership which will manage the AeHN in the long-term.
AeHN infrastructure development requirements are to:

o Unify separate healthcare networks throughout Alaska and supply rural health providers with
connectivity to urban health centers for the purposes of telehealth and information
exchange.

e Provide capability for managed video and access to health networks and services in the
lower 48 states through the use of Internet2 (12) or similar services.

o Test innovative methods of funding, investigate ways to increase network efficiencies, and
develop a strategy for uninterrupted rural connectivity, including a sustainable economic
model.

The Alaska eHealth Network will facilitate the exchange of critical health information between health
providers and support telemedicine services, including the transfer of high resolution images for
patient care; videoconferencing; and Voice-over-Internet applications.

Network Design:

As stated in the previous report, GCI Communication Corp. was selected as the vendor for the
assessment and design phase in December 2008. This contract was completed in the previous
guarter and the information was presented in the April 30, 2010 Quarterly Report.

The Design Phase began following the issuing of the FCL. A statewide team of healthcare providers
and IT management and staff was convened to review the work performed by the contractor and to
advise the Project Manager and the contractor on the network requirements. A secure website was
set up for the exchange of draft network documents. The website included a forum for the exchange
of ideas and concerns regarding the project. Draft copies of the design were provided to over 200
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sites for review and feedback. Much of the feedback from participants was included in the final
report from the contractors.

In the first phase of the design, GCI and its subcontractor, Structured, collected data using survey
tools developed to discover network gaps in service across the state. The survey also identified ‘best
practices’ related to network configuration and security for use in the design. Engineers and office
managers from the participant organizations responded to the survey and identified future needs
through the survey tools.

Network Design with GCI and Structured included: drafting the final network drawings and
recommendations, providing draft copies to project participants and collecting comments and
suggestions for design improvements. After several reiterations and many meetings with the
participants a final set of recommendations was presented to the Board of Directors of the Alaska
eHealth Network. The final report was released on September and is included as Attachment A of
this report.

As part of the design, the Alaska eHealth Network was provided with network diagrams, network
standards, security standards, gap analysis, and recommendations for sustainability by the
contractors. The final deliverables included data necessary to complete the next RFP for network
implementation and a plan for sustainability of the network.

Due to delays in contracting and the 466 review process, the timeline was adjusted to begin on April
1, 2009. Following is a revised timeline based on the current project status.

Select Vendor(s)
Jan 1, 2009

Final Design & RFP Draft Evaluation Report
Sept 1, 2009 T uy30,2010
Draft Design
Jul 1, 2009
|Apr ‘May Jun |Ju| Aug \Sep Oct |N0v Dec \Jan Feb |Mar Apr ‘May 'Jun Taul |Aug ‘Sep lOct "Nov |Dec Jan |Feb
2009 | | | 2010 | | | | | 2011, ‘
Select Design Engineers Hire Project Manager Select Evaluator (s)
Apr 1, 2009 Oct 1, 2009 Mar 15, 2010
’m [Network Implementation** |
to coordinate needs* [Organization Status Eval | [Interne‘z Implementation
[Network Assessment and Design [Project Evaluation
Scope of Work
The scope of work for the Design Phase includes six major tasks. The tasks are identified in the table
below.
# Task Deliverable Due Date
1 Determine functional Written draft of functional requirements, 45 days after
requirements and existing | “as is” network status based on analysis of | receipt of signed
healthcare network existing networks and data collected from | contract
components project participants, and identification of COMPLETED
USAC qualified and non-qualified
participants. Qualified vendors may hold
web-based meetings and teleconferences
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# Task Deliverable Due Date

as this contract does not include travel per
FCC Order 07-198.

2 Review of functional Written report of the functional 15 days after Task
requirements and existing | requirements and “as is” network status. 1 due date
healthcare network Qualified vendors will solicit comments COMPLETED
components from all participants on the completeness

of the report, revise as necessary and
submit final document.

3 Draft recommendations Written draft technical specifications and 30 days after Task
for AeHN core network schematics describing the necessary 2 due date
components network components to join selected COMPLETED

partner networks with clearly defined
central services, points of demarcation,
privacy and security assurances, specific
recommendations for the functional
requirements, and recommendations for
connecting and calculating usage for non-
covered USAC entities.
4 Vendor evaluation criteria | Written draft of vendor evaluation criteria Due with
for Phase Il (should include at a minimum; | deliverable from
best fit, risk, cost, knowledge of the Task 3
industry and knowledge of Alaska). COMPLETED

5 Solicit participant Written final technical specifications and 30 days after Task

feedback schematics and vendor evaluation criteria. | 3 due date
COMPLETED

6 Presentation to AeHN Meet with AeHN stakeholders to provide a | 30 days after Task
advisory board on all verbal presentation and a written summary | 3 due date
findings of all findings based on consultant review COMPLETED

and local review.
Survey Tools

Survey tools utilized in the data collection phase include:
1. A network connectivity survey to collect current network topology and types of connectivity.
2. Participants were also asked to provide current network diagrams.
3. A network questionnaire to help assess the current needs and future anticipated
requirements of the health organizations that are participating in the FCC Rural Health Care
Pilot in regards to telemedicine, health information exchange and other network usage. This
information will be compiled and used to determine the best approach to create an efficient
health information network. Not all of the questions asked pertain to all organizations.
An optional bandwidth test was also completed by some of the participants. Results of this
will be made available separately from the Design deliverables.

4.

Summary for May 1 through July 30, 2010:

The Design Phase is completed. Invoicing and payment are also completed. Full reports on the
design may be accessed via the following website: www.ak-ehealth.org (Select Documents and

Network Design).
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The Alaska eHealth Network was recently identified as the organization to manage the statewide HIE.
With that designation, Alaska eHealth Network began the process to reconvene the stakeholder
workgroups and move forward on the implementation phase using the above referenced Network
Design. A consultant has been engaged to assist with the RFP development and is working with
stakeholders to ensure a collaborative approach.

Alaska Native Tribal Health Consortium and Alaska eHealth Network also requested transfer of the
administration of this project from Alaska Native Tribal Health Consortium to Alaska eHealth
Network. When the application was filed the participants were in the process of creating the Alaska
eHealth Network but did not yet have 501(c)(3) status for the consortium. Alaska Native Tribal
Health Consortium agreed to act as the lead for this partnership until such time as a broad
stakeholder governance structure could be established. Alaska eHealth Network is the new
501(c)(3) entity which includes all of the original partners and has broad stakeholder representation
on its board of directors.

Implementation plans are being expedited to meet the remaining one year extension deadline.
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Brief Description of the Challenges

Obstacles to achieving these goals are: physical geography; weather; satellite coverage; rural circuit
costs; dispersed populations; aggregation demand difficulties; and long-term financial sustainability.
The broadband bottleneck in Alaska is due to the lack of available and affordable bandwidth on
existing satellites, which are often the only means of serving rural communities. Rural circuit costs
are ten or more times greater than circuit costs in the Lower-48 (e.g., a T1 line costs $3-5,000 per
month) and are therefore unaffordable without subsidies.

Alaska is the westernmost extension of the North American Continent. It contains almost a square
mile for every inhabitant (656,425 square miles; 675,000 people). Alaska's geography is usually
categorized into four main areas including two major mountain ranges, a central plateau, and the
Arctic slope or coastal plain. Alaska’s east-west span covers a distance of 2,000 miles, and from
north to south 1,100 miles. The State’s coastline, where many villages are located, is 33,000 miles
in length, 50% greater than that of the conterminous United States. There are hundreds of islands,
many of which are populated, found along the northern coast of the Gulf of Alaska, the Alaska
Peninsula, and the Bering Sea Coast. Permafrost is a major factor in the geography of Alaska since it
still covers most of the northern third of the State, despite global warming. The highest temperature
recorded in Alaska is 100° Fahrenheit, the lowest temperature, -80°, without taking wind chill into
account.

Together, the top ten cities and urbanized areas within Alaska contain about 606,000 people, or
89% of the state’s population. The rest of the state, which is highly rural, is widely dispersed, with an
overall average of 1.1 persons per square mile, compared to the national average of about 80
persons per square mile. 297 Alaskan communities have less than 1,000 people; 244 communities have
less than 500 people; 105 have less than 100; 58 less than 50; 32 less than 30; 19 less than 20; and 8 less
than 10. It is this11% of the population - around 70,000 people -to whom broadband connectivity
would make the greatest difference. Given the lack of a viable broadband business case in these
communities, the Alaska telecommunication industry is increasingly dependent on Universal Service
Fund (USF) support, with an annual inflow of funding approaching $200, million, and yet the great
majority of homes in these smaller communities are still without broadband.

Approach to Meeting these Challenges

As a state, Alaska will actively monitor and participate in Universal Service Fund reforms in order to
maintain long-term sustainability. It will also work closely with industry to deploy innovative
technology breakthroughs such as Intel’s rural connectivity platform. AeHN has already sought state
support for and involvement in the project by requesting matching funds totaling $6.5 million from
the Department of Health and Social Services to support network development costs not covered by
the FCC award.

Partners of AeHN and private foundations within Alaska have also agreed to provide matching funds.
A Business Plan which includes a subscription fee system has been developed to ensure long term
sustainability.

AeHN is planned in two phases: Phase | will focus on the assessment of current network capabilities,
the development of functional specifications and a comprehensive healthcare network design for
Alaska; Phase Il will consist of the installation and deployment of the newly designed
telecommunications network, linking existing networks, as well as creating new connections to rural
locations where no connectivity currently exists.
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1. Project Contact and Coordination Information

a. ldentify the project leader(s) and respective business affiliations:
Project Coordinator: Rebecca Madison, Director, Alaska eHealth Network,
rebeccam®@akrivertracks.com

Lead Organization: Alaska Native Tribal Health Consortium, 4000 Ambassador Drive,
Anchorage, AK 99508 (July 14, 2010, Lead Organization changed to: Alaska eHealth
Network, PMB1143, 2440 East Tudor Road, Anchorage, AK 99507)

Primary partners include the Alaska Federal Health Care Partnership (Indian Health Service,
Veterans Affairs, Department of Defense - Air Force and Army, and Coast Guard), the Alaska
Primary Care Association, the Alaska Native Tribal Health Consortium, the Alaska State
Hospital and Nursing Homes Association, the Alaska Mental Health Trust Authority, the
University of Alaska, AARP Alaska, and the State Department of Health and Social Services.

b. Provide a complete address for postal delivery and the telephone, fax, and e-mail address for the
responsible administrative official:

PMB 1143, 2440 East Tudor Road

Anchorage, AK 99507

Phone: 866-966-9030

Fax: 866-966-9030

rebeccam@akrivertracks.com

c. Identify the organization that is legally and financially responsible for the conduct of activities
supported by the award:
July 14, 2010, Organization changed
To: Alaska eHealth Network, PMB1143, 2440 East Tudor Road, Anchorage, AK 99507
From: Alaska Native Tribal Health Consortium, 4000 Ambassador Drive, Anchorage, AK
99508

d. Explain how project is being coordinated throughout the state or region:
The project oversight rests with the Alaska eHealth Network Board of Directors. This board is
made up of representatives from the project participants (see Attachment 1 for a list of
participants) and other healthcare leaders from around Alaska. The Board has ultimate
responsibility for setting direction, identifying matching funding sources, and developing the
long term strategy for sustainability.

Current AeHN Board members are:
Al Parrish, CEO, Providence Health Center-Alaska
Alex Spector, Director, VA and Chair, Alaska Federal Health Care Partnership
Garth Hamblin, CFO, Bartlett Regional Hospital
Jerome List, MD, Alaska Ear, Nose and Throat
Jeff Davis, President, Premera Blue Cross/Blue Shield Alaska
Karen Perdue, VP Health Programs, University of Alaska
William Hogan, Commissioner, State of Alaska, Department of Health and Social Services
Marilyn Walsh-Kasmar, Executive Director, Alaska Primary Care Association
Pat Luby, Advocacy Director, AARP Alaska
Paul Sherry, CEO, Alaska Native Tribal Health Consortium
Rod Betit, President, Alaska State Hospital and Nursing Home Association
Tom Nighswander, MD, Family Practice, Board Facilitator
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Ad hoc:
Rebecca Madison, Director, Alaska eHealth Network
Linda Boochever, Executive Director, Alaska EHR Alliance

There is also an IT Workgroup made up of physicians and IT professionals from the
participating organizations. Members of the IT Workgroup provide technical expertise,
participate on vendor selection committees and provide advice on strategic direction for the
network and network applications.

The Board and the IT Workgroup meet monthly to review progress and provide direction for
the Alaska eHealth Network. There is also a website for members of the public to follow the
progress and provide comments back to the leadership (http://ak-ehealth.com/).

2. Identify all health care facilities included in the network.

a. Provide address (including county), zip code, Rural Urban Commuting Area (RUCA) code (including
primary and secondary), six-digit census tract, and phone number for each health care facility
participating in the network:

See Appendix B

b. For each participating institution, indicate whether it is:
i. Public or non-public;
ii. Not-for-profit or for-profit;
iii. An eligible health care provider or ineligible health-care provider with an explanation of why the
health care facility is eligible under section 254 of the 1996 Act and the Commission’s rules or a
description of the type of ineligible health care provider entity.

See Appendix B

3. Network Narrative: In the first quarterly report following the completion of the competitive bidding
process and the selection of vendors, the selected participant must submit an updated technical
description of the communications network that it intends to implement, which takes into account
the results its network design studies and negotiations with its vendors. This technical description
should provide, where applicable:

a. Brief description of the backbone network of the dedicated health care network, e.g., MPLS
network, carrier-provided VPN, a SONET ring;
See Design Recommendations - Appendix A.

b. Explanation of how health care provider sites will connect to (or access) the network, including the
access technologies/services and transmission speeds;
See Design Recommendations - Appendix A.

c. Explanation of how and where the network will connect to a national backbone such as NLR or
Internet2;
See Design Recommendations - Appendix A.

d. Number of miles of fiber construction, and whether the fiber is buried or aerial;
See Design Recommendations - Appendix A.
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e. Special systems or services for network management or maintenance (if applicable) and where
such systems reside or are based.
See Design Recommendations - Appendix A.

4. List of Connected Health Care Providers: Provide information below for all eligible and non-eligible
health care provider sites that, as of the close of the most recent reporting period, are connected to
the network and operational.

a. Health care provider site;
No sites connected at this time.

b. Eligible provider (Yes/No);
No sites connected at this time.

c. Type of network connection (e.g., fiber, copper, wireless);
No sites connected at this time.

d. How connection is provided (e.g., carrier-provided service; self-constructed; leased facility);
No sites connected at this time.

e. Service and/or speed of connection (e.g., DS1, DS3, DSL, OC3, Metro Ethernet (10 Mbps);
No sites connected at this time.

f. Gateway to NLR, Internet2, or the Public Internet (Yes/No);
No sites connected at this time.

g. Site Equipment (e.g., router, switch, SONET ADM, WDM), including manufacturer name and model
number.
No sites connected at this time.

h. Provide a logical diagram or map of the network.
No sites connected at this time.

5. Identify the following non-recurring and recurring costs, where applicable shown both as
budgeted and actually incurred for the applicable quarter and funding year to-date.

a. Network Design
A network design was completed by GCI Communications Corp and its partner, Structured.
The design incorporated all of the 200+ participants. Actual cost was $245,750. Budgeted
cost was $245,750.

USAC paid $208,887.50 (85%).

b. Network Equipment, including engineering and installation
No recurring or non-recurring costs incurred at this time.

c. Infrastructure Deployment/Qutside Plant
i. Engineering
ii. Construction
No recurring or non-recurring costs incurred at this time.
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d. Internet2, NLR, or Public Internet Connection
No recurring or non-recurring costs incurred at this time.

e. Leased Facilities or Tariffed Services
No recurring or non-recurring costs incurred at this time.

f. Network Management, Maintenance, and Operation Costs (not captured elsewhere)
No recurring or non-recurring costs incurred at this time.

g. Other Non-Recurring and Recurring Costs
No recurring or non-recurring costs incurred at this time.

6. Describe how costs have been apportioned and the sources of the funds to pay them:

a. Explain how costs are identified, allocated among, and apportioned to both eligible and ineligible
network participants.
Network design costs were applied only to eligible participants.

b. Describe the source of funds from:
i. Eligible Pilot Program network participants
Matching funds of $36,862.50 were received from the State of Alaska.

ii. Ineligible Pilot Program network participants

c. Show contributions from all other sources (e.g., local, state, and federal sources, and other
grants).
i. Identify source of financial support and anticipated revenues that is paying for costs not covered by
the fund and by Pilot Program participants.

15% matching funds were supplied by the State of Alaska = $36,382.50.

ii. Identify the respective amounts and remaining time for such assistance.
The Network Design Phase is completed and not additional costs are requested. A new plan
for implementation costs will be submitted with in the Implementation Phase.

d. Explain how the selected participant’s minimum 15 percent contribution is helping to achieve both
the selected participant’s identified goals and objectives and the overarching goals of the Pilot
Program.
The goals of the Network Design were to ensure that all participants’ needs were identified
and documented prior to beginning the implementation phase of the project. The Network
Design accomplished that goal through a detailed list of site requirements.

7. ldentify any technical or non-technical requirements or procedures necessary for ineligible entities
to connect to the participant’s network.
The partners have not identified ineligible entities at this time. However, the Alaska eHealth
Network will be developing a plan for how to proceed with connecting ineligible entities
during the Design Phase

8. Provide an update on the project management plan, detailing:
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a. The project’s current leadership and management structure and any changes to the management

structure since the last data report;
Alaska eHealth Network has been approved as the lead entity and management structure for
this project effective July 14, 2010. Alaska Native Tribal Health Consortium and Alaska
eHealth Network also requested transfer of the administration of this project from Alaska
Native Tribal Health Consortium to Alaska eHealth Network. When the application was filed
the participants were in the process of creating the Alaska eHealth Network but did not yet
have 501(c)(3) status for the consortium. Alaska Native Tribal Health Consortium agreed to
act as the lead for this partnership until such time as a broad stakeholder governance
structure could be established. Alaska eHealth Network is the new 501(c)(3) entity which
includes all of the original partners and has broad stakeholder representation on its board of
directors.

Alaska Native Tribal Health Consortium had been designated by the partners to act as
interim project manager and home for Alaska eHealth Network until a 501(c)(3) could be
established. The partners envisioned the eventual creation of a public-private partnership to
manage the Alaska eHealth Network for the long-term.

b. In the first quarterly report, the selected applicant should provide a detailed project plan and
schedule. The schedule must provide a list of key project deliverables or tasks, and their anticipated
completion dates. Among the deliverables, participants must indicate the dates when each health
care provider site is expected to be connected to the network and operational. Subsequent quarterly
reports should identify which project deliverables, scheduled for the previous quarter, were met, and
which were not met. In the event a project deliverable is not achieved, or the work and deliverables
deviate from the work plan, the selected participant must provide an explanation.

The Alaska project plan was developed through a partnership of health care providers,
federal and state health agencies, insurers, and consumer groups. The award to Alaska
Native Tribal Health Consortium will finance the design and development of a statewide
broadband network (the Alaska eHealth Network, or AeHN). Comprised primarily of rural
health care practitioners, AeHN will unify and increase the capacity of disparate healthcare
networks throughout Alaska in order to connect with urban health centers and access
services in the lower 48 states.

AeHN infrastructure development requirements are to:

= Unify separate healthcare networks throughout Alaska and supply rural health
providers with connectivity to urban health centers for the purposes of telehealth and
information exchange.

=  Provide capability for managed video and access to health networks and services in
the lower 48 states through the use of Internet2 (12) or similar services.

= Test innovative methods of funding, investigate ways to increase network
efficiencies, and develop a strategy for uninterrupted rural connectivity, including a
sustainable economic model.

AeHN will facilitate the exchange of critical health information between health providers and
support telemedicine services, including the transfer of high resolution images for patient
care; videoconferencing; and Voice-over-Internet applications. Additional objectives include
universal access to secure, reliable, and ubiquitous connections with level cost structures to
all endpoints under “net neutrality” principles (i.e., a broadband network free of restrictions
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on the kinds of equipment that may be attached or the modes of communication allowed,
and where communication is not unreasonably degraded by other communication streams).

AeHN is planned in two phases: Phase | will focus on the assessment of current network
capabilities, the development of functional specifications and a comprehensive healthcare
network design for Alaska; Phase Il will consist of the installation and deployment of the
newly designed telecommunications network, linking existing networks, as well as creating
new connections to rural locations where no connectivity currently exists.

Phase I: Design
The detailed project plan and schedule will be developed during the Design Phase. Following
is a broad timetable for the project:

File Organization Status
Jan 1, 2008
Select Vendor(s)

Nov 15, 2008
Final Design & RFP

Oct 15, 2008

Draft Evaluation Report

Jun 30, 2009

Draft Design
Aug 1, 2008

Mar ;Apr May ;Jun |Ju| iAug ISep EOct INov iDec Jan ;Feb iMar ;Apr ;May iJun ;Jul ;Aug iSep EOct ;Nov iDec ;Jan ;
2008 | i H } H H } H i 12009 | 1 H H H 1 | H H } i 2010;

Select Design Engineers Hire Network Engineer Select Evaluator (s)
Mar 30, 2008 Sep 1, 2008 Feb 15, 2009
- Network Implementation**
Stakeholder meetings to ‘ P l
coordinate needs” [Organization Status Eval ] llnterneIZ Implemenation
[Network Assessment and Design Project Evaluation ]

Notes:
*Denotes individual participant stakeholder meetings. Monthly meetings of the Advisory
Board and the IT Workgroup will continue throughout the project.

**Network Assessment and Design will determine the Network Implementation phasing for
specific network applications.

This timetable was developed based on a start date of March 2008. The timeline and
planning document will be adjusted using the same items and length of time for
implementation based on the RFP posting date and any discoveries made during the design
phase. The RFP and 465 with 465 Attachment were submitted to USAC for review in April
2010.

Phase II: Implementation
A complete report on the implementation will be prepared and submitted following the
design phase. A summary of the proposed network follows.

Once the infrastructure design has been completed, Alaska Native Tribal Health Consortium
will solicit bids, select vendors using an open selection process, and coordinate installation
of the necessary telecommunication infrastructure to create the AeHN. Based upon the
network design engineers’ recommendations, AeHN will implement the requisite
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telecommunication links (i.e. TLS, T3 or other line configurations), routers, and bridges to
maximize network capacity.

The following diagram depicts the contrast between the current health network status in
Alaska and the proposed pilot project under the FCC Rural Health Care Pilot.
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The network will utilize an Internet2 (12) connector location to access the PNWGP. Through
the access point, AeHN will be linked to an 12 network, such as Abilene. 12 service will
provide the AeHN with advanced network applications, including security and tunneling
protocols and high-definition video streams. Linking to an 12 network will also facilitate the
communication and exchange of educational tools between University of Alaska, Georgetown
University, University of Washington, and rural healthcare providers in Alaska. It is intended
that 12 will keep Alaskan providers in touch with cutting edge healthcare issues by opening
access to the hundreds of universities currently on-line. The connection to an 12 network will
also improve Alaska’s coordination in the WWAMI program, which provides assistance to
medical students in the rural communities of Washington, Wyoming, Alaska, Montana, and

Idaho.

The HIE will be developed using standards based data sets, messaging services and
interfaces to allow bi-directional flow of information between members of the AeHN. This will
allow for the transmission of relevant patient information, such as an Electronic Health
Records (EHRs), digital radiology images, or consultative reports, between providers in real
time. This functionality is particularly important in Alaska where the harsh topography alone
causes physicians to rely heavily on telecommunications. The network will use anonymous
resolution (a-MPI) to preserve the privacy and security of the data through de-identified
transfer of information. The network will also implement a record locator service (RLS) to
allow each provider to select the information that can be shared, maintaining patient privacy

as needed.

Following is a draft work plan that will be further developed once the design phase is

completed.
ALASKA HEALTH CARE NETWORK (AHCN) WORKPLAN
Goal: Connect rural providers, patients, payers, and state agencies across
Alaska, including both public and private organizations.
Objective: Key action steps: Responsible entity: Months:
Unify disparate healthcare Hire a minimum of three expert | Alaska ChartLink 1
networks throughout Alaska network consultants to evaluate
and supply rural health and determine the best-practice
providers with connectivity to | approach to the AHCN design.
urban health centers for the
purposes of telehealth and Establish a series of meetings to | Alaska ChartLink, 1-2
health information exchange. | discuss and coordinate participating networks,
needs/options. network consultants
Prepare a functional network Alaska ChartLink, 2-6
design and compose an RFP. network consultants
Implement network Alaska ChartLink, 6-24
components. network consultants,
participating
networks/providers
Establish/improve HIE and Alaska ChartLink, 6-24
telemedicine capabilities. participating providers
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Provide Internet2 (12) Coordinate with UA in Fairbanks | Alaska ChartLink, 12-24
services across the AHCN to to establish connectivity to an 12 | network consultants, UA
improve network capacities network.
and gain access to health
services in the lower 48

states.

Work with the FCC to identify | Meet with FCC to determine Alaska ChartLink, 1-24
and test innovative methods | priority research areas and network consultants, FCC

of funding, investigate ways discuss possible solutions to

to increase network system inefficiencies.

efficiencies, and develop a
strategy for uninterrupted
rural connectivity.

9. Provide detail on whether network is or will become self sustaining. Selected participants should
provide an explanation of how network is self sustaining.

The primary challenges for most healthcare networks across the country are developing and
implementing strategies to achieve financial sustainability. Many networks have successfully
obtained initial grant funding to initiate their projects, but grant funding is not a long-term
solution for network financial sustainability. Recurring revenue streams must be developed
to operate and expand network services, and generating a reliable revenue stream is
dependent on demonstrating value and benefit to stakeholders and users.

While the incidence of documented return on investment (ROI) generated by a statewide
healthcare network is still limited, a large body of research indicates that health information
technology (HIT) can dramatically reduce healthcare costs. All stakeholders will collaborate
to define and assess the potential value created by a statewide healthcare network. That
value assessment will guide development of an appropriate fee-based model to generate
sustainable revenue for this network project.

The eHealth Initiative’'s Connecting Communities Toolkit defines the following Common
Principles regarding finance, incentives, and values obtained from health information
exchange (HIE):

1. The HIE functions will be the decision of each individual community-based entity
following a thorough evaluation of community-based needs and opportunities for
health and healthcare efficiency improvement on a local level. The expectation when
choosing these functions is that the entire community will eventually participate.

2. HIEs will need to rely upon a sustainable business model for survival. The sustainable
business model will be built upon a combination of prudent resource management
and revenues contributed by the stakeholders who benefit from the health benefits
and efficiency improvements of the HIE.

3. Incentives—either direct or indirect—are defined as upfront funding or changes in
reimbursement to encourage, acquire and use HIT. In order to be effective,
incentives—either indirect or direct—should:

o Engage key stakeholders in the development—payers, purchasers and
clinicians.
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e Focus on quality and performance, improved patient health outcomes, the
health information technology (HIT) infrastructure required to support
improvements and efficiencies, and the sustainability of HIE within
communities.

o Reward the use of clinical applications that are interoperable, using agreed-
upon data standards and, over time, require that the interoperability of such
applications be leveraged.

e Avoid reductions in reimbursement that would have the effect of discouraging
providers from acquiring and using HIT.

e Address not only the implementation and usage (not purchase) of HIT
applications but also the transmission of data to the point of care.

e Encourage coordination and collaboration within the region or community.

e Seek to align both the costs and benefits of HIE/HIT and be of meaningful
amounts to make a positive business case for providers to invest the
resources required to acquire and use HIT for ongoing quality improvement.

e Transition from a focus on reporting of measures that rely on manual chart
abstraction and claims data to measures that rely on clinical data sources
and connectivity of standards-based, interoperable HIT applications at the
point of care.

These principles support the developing framework for the AeHN sustainable business
model.

Alternative Sources of Funds
The source of sustainable funding for AeHN will come from two main categories:

1. Partner Funding: Partner funding generally represents contributions to a network
from governmental or philanthropic organizations. These contributions can either be
monetary or in-kind contributions. Both federal and state organizations have actively
provided grants to HIT networks, EHR and RHIO initiatives across the country.
Philanthropic organizations like the Robert Wood Johnson Foundation and the
Rasmuson Foundation have also provided significant funding for healthcare network
initiatives and other healthcare programs. Partner funding has been key to startup
operations for many healthcare network initiatives across the country. One drawback
of partner funding is the limited resources, making it generally not suitable to sustain
operations. Ongoing revenue streams have also been identified.

Partner funding will be essential during the startup of AeHN to finance upfront capital
and development costs. Early marketing efforts will focus exclusively on securing
major governmental and philanthropic sources of funds for both initial and ongoing
requirements.

2. Subscription Fees: Subscription fees are a very straightforward approach to
generating revenue and they represent a manageable and preferred alternative.
Subscriptions do not discourage usage since fees charged are independent of
utilization. Subscription fees are challenging because they require a strong
understanding of startup and operating costs. Developing a fair distribution of fees
across various users must be aligned with the benefits those users will receive in
order to cover network costs. Subscription fees can be applied to both payers and
providers.
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® Purchasers of healthcare services (payers) will ideally recognize participation
in the AeHN as an excellent opportunity to improve the wellness of their
constituents and to reduce healthcare costs. For the network, payers
represent a significant revenue opportunity—a reasonable number of strategic
contacts and relationships promise to generate large revenue streams
representing approximately 85% of the insured population. Soliciting
subscription fees in this aggregate fashion will:
- Avoid overhead for billing/collecting small individual fees across a
large consumer population,
- Allow payers and healthcare providers to market network access
as another service offered to their clients, and
- Generate a predictable income source for the network.

® Providers will both contribute and utilize the data exchanged through the
AeHN. As information exchanged increases, a greater positive impact to
healthcare is achieved. Accordingly, the network should strongly encourage
data contribution and usage by not overly burdening providers to cover
operational costs. Providers will benefit from using the network, and
subscription fees will align with benefits received. Payers and providers will be
asked to contribute annual lump sums (perhaps payable monthly) based on
the number of constituents they represent. A tiered revenue model will be
developed for healthcare provider subscription fees categorized as:

- Hospitals and clinics
e Large facilities and health system
e Medium facilities
e Small facilities
- Clinicians and clinician groups
- Individuals/Payers/Employers
Such a revenue model will establish inflow expectations and distribute
expected revenues proportionately across providers of various sizes.

Participation from physicians across the state will be key to the network’s success.
Physicians are crucial because they control a wealth of healthcare information for Alaska
residents. Decreased costs and improved quality of care will be achieved as more clinicians
access the network routinely during care delivery.

Connectivity to the network by other clinicians will also be critical. A comprehensive
marketing, communication and training program is being developed to secure the
participation of these providers. An Internet-based component will help reach remote
clinicians throughout the state. Personal visits may be made to local and regional meetings
of these individuals where many contacts can keep the cost per contact manageable.
Benefits that will positively impact clinicians financially should be identified, quantified and
emphasized to the clinician population.

Funding sources for costs not covered:

Required costs that are not covered include: salary of program manager, statewide
coordination meetings, legal and participation agreements, drafting RFP and evaluating
responses, and Help desk/network liaison.
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Initially, the partners will be assessed a fee for the coordination and maintenance of the
network. As the network grows, this fee arrangement will be re-assessed and adjusted. It is
anticipated that the cost savings to the individual partners and the improved communication
capacity will far outweigh the minimum fee assessment. Most partners have agreed to
participate in a “fee-for-service” model. Business agreements will be put in place as each
partner is connected to the network.

Draft sample of fee structure:
Large facilities/hospitals ($25,000 annual)
Mid-size facilities/hospitals ($5,000 annual)
Small facilities/hospitals ($500 annual)

Single providers ($50 per provider annual)

Projected Capital

In order for AeHN to achieve its goal of rural access to healthcare through
telecommunications, the project must begin with infrastructure development. The
infrastructure phase, which encompasses this proposal, is expected to span two years and
will require substantial funding. However, future funding for infrastructure will not be
required once installation has been completed. In parallel, individual organizations will begin
planning and implementing telehealth and health information exchange capabilities to
prepare for comprehensive connectivity. AeHN anticipates telehealth and health information
exchange implementation investments to peak during the first six years, with varying degrees
of capability between individual facilities. The projected expenditures for telehealth and
health information exchange efforts are depicted below. The FCC Rural Health Care Pilot
Project provides funding for initial capital investments. Additional capital requirements will be
addressed with state and private funding streams.

Pilot Full Project
CAPITAL REQUIREMENTS (Year 1) (Year 2-6)
Clinician Office EHR Adoption 1,000,000 18,000,000
e Vendor selection
e Pilot clinic selection
e Project management & evaluation
e Model implementation guidelines
¢ Funding support for EHR purchase
Health Information Exchange (AeHN) 3,900,000 15,000,000
e Infrastructure (Hardware/Software/Telecom)
e Personal Health Record for all Alaskans
e Security and Privacy
TOTALS $4,900,00 $33,000,000
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10. Provide detail on how the supported network has advanced telemedicine benefits:

Although the AeHN project has not begun, it is anticipated that the expansion of a health
care network to connect urban and rural areas of Alaska will provide significant benefits in a
number of areas. The following questions have been answered based on those anticipated
benefits. This section will be revised once the network is implemented.

a. Explain how the supported network has achieved the goals and objectives outlined in selected
participant’s Pilot Program application;

While the FCC Rural Health Care Pilot Program does not provide funding for health
technology applications, the implementation of the proposed coordinated network will
facilitate the use of HIE, telemedicine applications (both videoconferencing and store and
forward), and Voice over IP (VoIP). Since many of these applications are being developed or
implemented on disparate networks throughout the state, the unification of networks will
allow for these existing applications to be shared with all connected AeHN members.

The development of a statewide healthcare network will allow for any organization to have
one connection point for all available services. Connecting to a managed system reduces the
barrier to entry and provides higher quality, greater throughput, greater reliability and lower
support costs for the participating organizations. This coordinated approach allows the
organizations to focus on the business of health care and worry less about the technology.

Another functionality of the AeHN will be the Personal Health Record (PHR). The PHR
enables patients to manage their own healthcare and closely monitor their personal health
information. Patients will be able to communicate with clinicians through a portal, as well as
send emails. Patients will also be able to save their PHR to disk and transport their relevant
patient information to any doctor. In addition to accessing their health information, patients
will also be able to utilize network resources such as condition specific support networks,
disease specific knowledge bases, and other e-clinical services such as online scheduling,
clinician messaging and access to educational materials. These new advances will allow
Alaskans to improve their own healthcare by making them an active participant in the
collection and maintenance of relevant information. The PHR will provide a mechanism for
patients to set access permissions and review audit reports of their health information.

The process of network implementation will be documented for reporting to the Rural Health
Funding Program. These reports will provide valuable insight to the uses of FCC funding for
future and ongoing investments. AeHN will work with the FCC to collect data and identify
ways that Rural Health Care Funding can assist in providing an uninterrupted, efficient high
speed network that is applicable to small rural communities nationwide. Connecting
physicians through a network spanning across Alaska will provide a valuable model for
dissemination throughout the nation, especially to rural areas. The AeHN will demonstrate
that the appropriate distribution of bandwidth in rural areas can be more effective than
increasing bandwidth to urban settings. Additionally, the collaboration of public and private
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organizations involved in this project can help the FCC to resolve issues regarding fees for
network usage.

b. Explain how the supported network has brought the benefits of innovative telehealth and,
in particular, telemedicine services to those areas of the country where the need for those benefits is
most acute;

Telemedicine applications play a vital role in the communication between providers, patients,
and other healthcare delivery organizations. While telemedicine applications are currently in
practice at many of the locations, this project will increase both the humber of users and the
number of functionalities particularly for the Alaska’s rural citizens.

c. Explain how the supported network has allowed patients access to critically needed medical
specialists in a variety of practices without leaving their homes or communities;

Telemedicine will be used for a variety of specialty services, including pharmacy, orthopedics,
pathology, and ear, nose, and throat (ENT) practices. Communication via telemedicine may
be in the form of store-and-forward methods or real-time transmission of digital images.
Another application of telemedicine in this project will support Telepsychiatry, in which the
use of video conferencing will enable patients to visit doctors at another location. Video
communication will also be used in doctor/clinic-to-hospital conferencing, delivering care to
special needs children in school, monitoring of ICU patients, and administering complex, real-
time catheterization studies. Telemedicine will support various home health applications as
well, allowing private nurses and aides to communicate with the doctors regarding their
patient’s health.

This project will assist public, private, for-profit and not-for-profit institutions with advanced
telecommunication capabilities in rural Alaska. AeHN will become a model for widespread
dissemination of HIE and telemedicine for both rural and urban communities across the
country, demonstrating the effectiveness of connected healthcare delivery. As such, AeHN
will be available as a test bed for FCC funding strategies.

d. Explain how the supported network has allowed health care providers access to government
research institutions, and/or academic, public, and private health care institutions that are
repositories of medical expertise and information;

The creation of the AeHN will greatly improve the capabilities of patients, providers, and
payers to access important healthcare information. School nurses will be able to access
student records, such as dental histories and immunizations, to help parents better manage
their children’s needs. The University of Alaska will be better able to offer degree and
certificate programs to more students at distant locations. Clinics and universities will have
open communication, including multicast seminars in medicine and healthcare research
access that could strengthen the knowledge base of Alaskan providers. The AeHN will
provide accessible data for important public health monitoring, such as disease registries,
immunizations, bio-terrorism tracking, and disaster preparedness. In addition, the network
will offer a connection to Emergency Medical Services throughout the state, as well as
maintain a global catalog of emergency services and providers. Alaskan providers will be
directly connected to payers, including Medicaid, for eligibility, submission, and reporting
services.

Linking to an 12 network will also facilitate the communication and exchange of educational
tools between University of Alaska, Georgetown University, University of Washington, and
rural healthcare providers in Alaska. It is intended that 12 will keep Alaskan providers in
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touch with cutting edge healthcare issues by opening access to the hundreds of universities
currently on-line. The connection to an 12 network will also improve Alaska’s coordination in
the WWAMI program, which provides assistance to medical students in the rural
communities of Washington, Wyoming, Alaska, Montana, and Idaho.

e. Explain how the supported network has allowed health care professional to monitor critically ill
patients at multiple locations around the clock, provide access to advanced applications in
continuing education and research, and/or enhanced the health care community’s ability to provide
a rapid and coordinated response in the event of a national crisis.

The infrastructure required for uninterrupted connectivity during emergencies, such as a
natural disaster or a bioterrorism threat, is lacking in Alaska. The ability to connect Alaska to
the lower 48 will provide for rapid, coordinated response in the event of a national crisis.

11. Provide detail on how the supported network has complied with HHS health IT initiatives:

a. Explain how the supported network has used health IT systems and products that meet
interoperability standards recognized by the HHS Secretary:;

It is expected that all health technology systems developed as part of this project will meet
the interoperability standards being developed by the federal government. All RFPs will
require vendors to meet existing standards.

b. Explain how the supported network has used health IT products certified by the Certification
Commission for Healthcare Information Technology;

Any HIT products utilized by the network will be certified by the CHHIT.

c. Explain how the supported network has supported the Nationwide Health Information
Network (NHIN) architecture by coordinating activities with organizations performing NHIN trial
implementations;

Alaska participates in the ONC funded Health Information Security and Privacy Collaboration
(HISPC). HISPC seeks to develop standard agreements for the exchange of health
information that can be used nationally. This group of 41 states works closely with the NHIN
organizations to ensure the development of pilot projects that will be compatible with the
NHIN and identifies areas where crosswalk may avoid duplication of efforts.

d. Explain how the supported network has used resources available at HHS’s Agency for
Healthcare Research and Quality (AHRQ) National Resource Center for Health Information

Technology;

The AHRQ website and associated resources have been invaluable in the development of the
AeHN. Alaska Native Tribal Health Consortium also receives funding through the HISPC
project which is addressing issues of privacy and security as related to the exchange of
health information between organizations.

e. Explain how the selected participant has educated themselves concerning the Pandemic and All
Hazards Preparedness Act and coordinated with the HHS Assistant Secretary for Public Response as
a resource for telehealth inventory and for the implementation of other preparedness and response
initiatives;
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AeHN is familiar with PAHPA and anticipates participating in PAHPA activities once the
network is completed.

f. Explain how the supported network has used resources available through HHS’s Centers for
Disease Control and Prevention (CDC) Public Health Information Network (PHIN) to facilitate
interoperability with public health and emergency organizations.

As part of the HISPC project, AeHN will be participating with NY, NJ, PR, and Guam in an HIE
pilot to exchange immunization data across state borders. This project is coordinated with
the CDC and public health agencies. As of this report, there is no effort underway to
coordinate further with the PHIN. Under the current order, EMS agencies are specifically
prohibited from receiving funds through this project.

12. Explain how the selected participants coordinated in the use of their health care networks with
the Department of Health and Human Services (HHS) and, in particular, with its Centers for Disease
Control and Prevention (CDC) in instances of national, regional, or local public health emergencies
(e.g., pandemics, bioterrorism). In such instances, where feasible, explain how selected participants
provided access to their supported networks to HHS, including CDC, and other public health officials.

The State of Alaska, Department of Health and Social Services is a partner in the AeHN
project. Although there is no coordination with HHS or CDC for public health emergencies at
this time, this coordination is considered a highly desirable activity and may be included later
in the implementation. State of Alaska partners have ready access to HHS and CDC, and will
be prominent in planning for interactions with these organizations.
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September 25, 2009

Paul Sherry, President

Alaska eHealth Network

1840 Bragaw Street, Suite 110
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2 Document Purpose

The purpose of this document is to serve as the deliverable as defined in Phase |, Task 3 of the Alaska
Native Tribal Health Consortium (ANTHC) Request for Proposal Document ANTHC-08-R-14468 (Alaska
eHealth Network Design — Phase |, Task 3). Specifically, the Request for Proposal Document ANTHC-08-
R-14468 defines Phase | primarily as a network design endeavor for a future health network known as
the Alaska eHealth Network (AeHN). Defined in Phase | is task 3, which is one of six tasks that make up
Phase |, and states the following as the deliverable:

“Written draft technical specifications and schematics describing the necessary network
components to join selected partner networks with clearly defined central services, points of
demarcation, privacy and security assurances, specific recommendations for the functional
requirements, and recommendations for connecting and calculating usage for non-covered USAC
entities.”

This document is indeed a network design draft outlining the technical specifications (both required and
optional) that describe the network components, technologies, and systems that would deliver the
following functionality:

e Join selected partner networks together within a clearly demarcated autonomous system
e Provide privacy and security assurances to those participating partner networks
e Provide specific recommendations to satisfy the functional requirements

While the primary focus of the document is to satisfy these requirements defined in task 3 (above), the
document also attempts to be mindful of the ultimate objective of the Alaska eHealth Network (AeHN)
Work Plan, which is:

“Unify disparate healthcare networks throughout Alaska and supply rural health providers with
connectivity to urban health centers for the purposes of telehealth and health information
exchange.”

In summary, this document is meant to satisfy the project requirements for AeHN’s design phase while
at the same time conform to the ultimate objectives of ANTHC and AHCN.

3 Introduction

This section serves as an introduction to the AeHN project covered in section 2 and accomplishes the
following:

e (3.1) Explain what the AeHN network is, or is, intended to be
e (3.2) Provide definitions for words that describe various components and entities of the network
that an outsider may not necessarily be aware of from the outset





e (3.3) Summarize how this document is organized

3.1 The AeHN Network

The Alaska eHealth Network (hereon abbreviated as AeHN) is a future statewide broadband network
intended to unify currently separated healthcare networks, rural clinics, and urban health centers within
the state of Alaska. This network shall be a new and independently managed autonomous network built
to provide improved, standardized and secured broadband IP connectivity to its subscribers
(participants). In addition to broadband access, the AeHN network may also provide aggregated
application services, voice, video, telehealth and internet connectivity to all medical entities
(participants) invited to subscribe to the AeHN network.

Given the scope and potential reach of this network, AeHN shall be designed in a manner that can
accommodate numerous interconnections to other medical networks, application service providers,
internet service providers, government entities, and other existing and future autonomous systems.
Scalability has been the overriding theme for the AeHN network from the beginning, potentially
connecting more than 250 sites.

AeHN shall be designed as a scalable, highly redundant, and modular network that follows industry best
practices where possible, with a WAN-interfacing module capable of accommodating unlimited network
interconnects without any fundamental redesign. In fact, AeHN’s WAN edge is intended to be its
signature component. The points-of-presence (POP) networks that extend this primary network’s
capability out to yet-to-be-determined geographic locations in the state of Alaska shall also be covered.

3.2 Definitions of Various Concepts Used in this Document

AeHN is essentially slated to become a “health exchange” service provider, and may also become a
“medical applications” service provider. Since the fundamental objective of AeHN is to “unify disparate
health care networks”, it is understood that AeHN’s more fundamental purpose is to serve as a meet-me
and/or WAN-aggregation focal point for these networks. This is so that they may all have a shared
platform over which they can interact, interconnect, and share resources and telehealth applications.

3.2.1 The Terminus

The term “Terminus” has been adopted to describe this WAN-aggregation component. This part of the
network is illustrated in figure 3.2.6 and is meant to serve as the WAN aggregation network (plus house
applications). The term “Terminus” in the Telco/Transmission world connotes a type of network that is

oriented towards terminating incoming WAN connections. This is an appropriate label for the main part
of the AeHN as it is foreseen that the AeHN network will be heavily WAN-centric.





3.2.2 POP

The POP, or point-of-presence, is also a network terminator point that serves to terminate participant
WAN connections. However this component of the network, also illustrated in figure 3.2.6, is usually
viewed as a mere extension to the terminus and would serve as a focal point for a smaller, specific
geographic area. The various potential points-of-presence for AeHN shall be known as “POP’s”. Put
another way, future participants who are too far removed to connect to the terminus economically may
elect to connect to a closer POP, or mini-terminus, that serves as a one-hop gateway to the main
terminus where many of the AeHN applications are planned to be located.

3.2.3 Participant
A participant is defined as any public or private entity that connects to or subscribes to the AeHN

network, or uses services provided by AeHN. A participant can be defined as any of the following:

e Rural Provider
Urban Provider

e Rural Clinic
e Urban Clinic
e Patient

e Payer

e Health-Related State Agency

e Public Organization (related to healthcare)

e Government Agency (related to healthcare)

e Community Service (relevant to rural or urban healthcare)

e Schools
e Private Provider
e Hospital

e Health Consortium

Subscriber, Participant, and Remote Site are sometimes used interchangeably depending on the context.

3.24 CPE

The Customer Premise Equipment, or CPE, is defined as the network device that AeHN or a carrier
installs at the participant remote site. This network device can be a router, a switch, or even a firewall.
The CPE is installed onsite so that AeHN can deliver its services to the participant. This is in contrast to
the participant having to extend its facilities to the physical location of the terminus to reach the AeHN
network. This document suggests that the CPE is owned and managed by AeHN or by a third party
carrier on behalf of AeHN. Participants do not own, manage, control, or access the configuration of the
CPE device.

3.2.5 Handoff (Demarc)

The boundary between the onsite CPE device and the Participant router is considered a clear point of
demarcation between the AeHN network and the Participant network. This boundary is called the





handoff. Specifically, the handoff is a cable that connects the two sides. While the term handoff may
have different meanings in the Telco world, in this document there are no other meanings for the term
handoff. Handoff always means the cable between the AeHN CPE and the Participant router or firewall
device. The CPE side of this cable is under the jurisdiction of AeHN, while the other side is controlled and
managed by the Participant.

3.2.6 Service Provider

The term service provider is unfortunately an overused or misused term in the IT and business world.
This document reserves the term service provider (without a preceding adjective) as the entity who
provides the WAN transmission medium (circuits, links, satellite uplink, Earth Station, etc.). The term
Application Service Provider (ASP) specifies an entity who serves up IP application content. An Internet
Service Provider (ISP) provides connectivity to the Internet. AeHN could be considered a Health Services
Provider or an Interconnect, but it is not regarded as a true ISP, ASP, or SP.

Figure 3.2.6
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3.3 How this Document is Organized

The previous subsection defined the Terminus, POP, CPE, Participant, Handoff, and Service Provider.
These components constitute the overall AeHN network.

Each of these components will have different needs and will thus have differing requirements applied to
their design and development.

Each section or subsection attempts to provide an explanation or narrative so the reader or vendor may
understand what is being requested and why is it needed.

v This narrative is then followed by specific design or functional requirement that is denoted by a
check mark symbol. Again, check marks denote REQUIRED items.

» Or alternatively, an OPTIONAL design or functional parameter are denoted by arrows

3.3.1 Section 4 Combines Central Facilities, Services, and Resources at the Terminus

The Terminus is regarded as the largest and most complex network systems component of the AeHN
network and therefore has its own dedicated section. The document starts off with facilities and then
covers the overall design criterion that applies to the entire Terminus network. Thereafter the Terminus
component has been divided into numerous subcomponents. The document discusses the design goals
of the following Terminus subcomponents:

e The Internet Module e Vendor Resources
e WAN Resources e Network Management
e Public Resources e Core Switch Module

e The WAN Aggregation Edge
3.3.2 Section 5 Covers Only POP-Specific Design Matters

This section covers design matters specific to the POP that have not already been covered in section 4.

3.3.3 Section 6 (WAN) Combines Service Provider, Participant, Handoff, and CPE
Components

This section covers all those components that reside in or pertain to the WAN. These four components
share many overlapping design needs and thus have been combined into one section.

3.3.4 Section 7 Covers Participant Remote Sites Requirements

This section pertains exclusively to the requirements that must be met by those entities who wish to
subscribe to the AeHN network. Because it deals with the participant side of the Handoff, this section
speaks exclusively to the participant. This section covers items that neither AeHN nor the Service
Provider have direct jurisdiction over. This section was written in order to indemnify the service provider
and to help set participant/customer expectations.





3.3.5 Section 8 Covers Scoring criteria

Section 8 is dedicated to the scoring criteria used to help select a phase Il vendor(s). It is the intention of
this section to specify how one may qualify to participate in Phase II.

4 Terminus Functional Requirements

This section is broken up into three subsections. Facilities requirements will be covered first. The second
subsection covers the overall design criteria and design principles to be applied to the entire Terminus.
The last subsection will cover the functional requirements for the specific parts of the Terminus network
(optional design criteria will also be given here).

4.1 Terminus Network Facility Requirements

While AeHN is logically regarded as an entity blanketing the state of Alaska with connectivity to a health
exchange network, physically it is built as a series of interconnecting network devices, servers, and
circuits. These physical components must be housed somewhere. The Terminus will contain a collection
of routers, switches, firewalls, servers, and other network devices that should be installed in a
datacenter or collocation facility.

Whether or not AeHN decides to locate its Terminus network equipment within its own facilities or
inside a collocation provider building, AeHN should insist upon housing the Terminus in a facility that
accounts for industry best practices.

4.1.1 TIA.942 Datacenter Facilities Overview

The Telecommunications Industry Association (TIA) is an accredited organization by the American
National Standards Institute (ANSI) to develop voluntary industry standards for a wide variety of
telecommunications products, services and infrastructural best practices, including the datacenters that
house these products. In 2005, TIA established a set of standards applicable to datacenters (and
collocation facilities) described in document TIA.942. These standards apply to Internet Service
Providers, Landing Stations, Network Access Points, Municipal Telco Facilities, and many other
enterprises instituting datacenters. AeHN does not need to abide by all of the standards set forth by
TIA.942. However, the facility that houses the Terminus may be required to abide by the following
facility requirements:

The Terminus facility should comply with TIA.942 site layout/building design specifications

The Terminus facility should comply with TIA standards for Rack and Cabling Infrastructure

The Terminus facility should refer to TIA.942 Tiered Reliability standards

The Terminus facility must comply with TIA.942 Environmental, Power, Cooling, Flooring, and
Electrical Design standards
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4.1.2 Additional Precautions for Collocation

Since AeHN will be considered a health exchange service provider responsible for the transmission of
highly sensitive data for clinical and medical usage across the state of Alaska, security and high
availability are of paramount concern. So, in addition to the minimum standards set forth in TIA.942,
AeHN will also need to consider a few more items in regards to the Terminus facilities above and beyond
what is specified by ANSI. These additional facility requirements can be summarized as:

v" The building housing the Terminus should be or have already been constructed to account for
flooding, drainage problems, landslides, earthquake, erosion, and soil permutation

v" The terminus facility must have access to redundant power sources and utilities

v" The terminus facility should have onsite power generation capabilities

v" The terminus facility must offer systems redundancy, high availability and the backup systems
conducive to ensuring the continuity of services as defined by AeHN

4.1.3 Facility Peering Capability

Finally, the site or collocation facility should serve as an active hub capable of interconnecting a variety
of service providers. This would allow AeHN an onsite presence to make direct, in-building connections
with a choice of Tier Il (regional) and/or Tier | (national) providers. Locating in such a facility that doubles
as a network access point also prevents AeHN from having to purchase a backhaul from their own
facilities to the facilities of another service provider. In summary, the requirements for this section are:

v" The Terminus facility should accommodate for the anticipated need to directly interconnect
with more than one WAN service provider

v" The Terminus facility should accommodate for the anticipated need to directly connect to more
than one Tier | and/or more than one Tier Il Internet Service Provider

4.2 Terminus Network Design Requirements (Layers 2-4)

The previous subsection 4.1 tilted more toward language pertaining to building facilities and other
physical considerations that factor into the decisions behind where and how to physically accommodate
the Terminus network. The subsequent subsections lend themselves more to concepts involving data
networking infrastructure design and network security.

Before covering the design topics for specific areas, modules, and technologies within the terminus, this
document shall first identify the higher-level design principals to be applied to the entire Terminus (or to
the entire AeHN Health Network Terminus, POP, WAN Cloud, CPE, etc., depending on context).

4.2.1 Redundancy Requirements

Each Layer 1, Layer 2, and Layer 3 component of the Open Systems Interconnector Reference Model
(OSl) of the Terminus should be completely redundant. In order to achieve high availability, the
Terminus is required to accommodate network redundancy in the following ways:





Topological Redundancy (Layer 2 data-link physical path and Layer 3 Route Path Redundancy),
Standby Failover (First-Hop Redundancy and at least an Active/Standby state for firewalls)
Interface Redundancy

Configuration Symmetry (mirrored configurations between paired devices where possible)
Mirrored hardware components

The Layer 2 and Layer 3 systems must pass a battery of failover tests that test the failover of
every Layer 2 and Layer 3 path component while maintaining IP connectivity to all terminus
network systems and applications

Redundant WAN path capability

Geographically-disparate Disaster Recovery (a separate backup Terminus in another location)
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4.2.2 Scalability Requirements

Another prime requirement is the ability to scale to accommodate multiple interconnects, autonomous
systems, service providers, services, and modules. The AeHN network will be seen as a “health-services”
service provider to other entities and to its own end-user customers (participants). The AeHN network
may grow to become quite large and requires a scalable design to accommodate for an unknown
number of future networks while avoiding any forklift hardware overhauls in the future. Because the
number of interconnects are unknown, a modular network design approach is a requirement. Scalability
is delivered via a disciplined, modular approach to design, but the specific requirements for scalability
can be listed as:

v’ Switch pairs and module interconnects shall use 10gb fiber Ethernet as specified in IEEE 802.1ae

v Platform backplane speeds shall approach 32 gigabit or higher

v' Switches provisioned in the Terminus shall exceed the capacity to switch 38 mpps (64-byte
packets)

v' Avery strict, unyielding, uncompromising, and highly disciplined approach shall be applied to
provisioning address space as designed by AeHN

4.2.3 Modular Design Approach in the Terminus

A modular network is one that is defined as being compartmentalized into multiple interconnecting
network components or “modules”. This means that the Terminus network can be physically and
logically divided into various “sub networks” — each catering to a specific network function (WAN,
Applications, Security, Core Transport, Voice, etc.). This design strategy allows for:

e Flexibility and customization in network design while allowing for scalability

e Helps ease the enforcement of design guidelines, rules, and policy

e Accommodates for political and jurisdictional realities in enterprise or service provider networks
e Helps toisolate network issues and anomalies to the module

e Makes it easier to enforce the address space design

e Makes network maintenance, adds, moves, and changes easier to deal with

e Allows WAN interconnects to grow without restriction

The specific requirement of this section shall be:





v" The AeHN Terminus network design must be premised on a modular network design or a
virtually modular network design

4.2.4 The Appliance-Model vs. Integrated-Model Equipment Provisioning Design Criteria

There are two schools of thought used to select and provision equipment in any type of enterprise or
service provider network: the Integrated Model and the Appliance Model. The Integrated Model prefers
to place multiple network functions onto one physical network platform — such as making a router into a
firewall, voice gateway, and switch all on one device. This strategy reduces the need to purchase
multiple types of equipment, thereby reducing CAPEX and power consumption. It also increases risk by
placing too many critical functions onto one device, makes management more complex and it becomes
more difficult to predict outcomes of network changes and maintenance windows, thereby increasing
labor costs.

The Appliance Model, otherwise known as the per-platform model, is the opposite and would be the
preferred route for the AeHN Terminus. The Appliance Model assigns minimal network functions to a
single device. This model, while generating more hardware and energy consumption expenses, reduces
cost and management complexity by having clearly defined network component demarcations in the
network and also permits long-term scalability without the management headaches that would be
needed to enforce operational discipline.

The Appliance Model increases network availability as any planned changes or maintenance windows
will not affect multiple network functions at the same time, but instead would impact only one or a
minimal set of interrelated network functions at a time.

The Appliance Model is deemed an appropriate design approach for the AeHN Terminus. However, the
Integrated Model may be more attractive for CPE component of AeHN. There are currently no
mandatory requirements for this section. However, there are two optional design philosophies
applicable to two different components of the overall AeHN network:

> The AeHN Terminus would be better served by the Appliance Model design approach, although
it is anticipated that a hybrid approach may be better in the WAN aggregation area.

» The CPE devices and other remote site facilities may be better served by the Integrated Model
design approach.

4.2.5 Support for IP Version 6

All provisioned systems, network appliances, and any other components involved in the Layers 2
through 5 function of the network shall be IPv4 and IPv6 compliant where possible. Even systems that
serve a facility function, such as an IP manageable UPS system for example, should support IPv6.

An easier way to state this requirement is: whatever device runs IP, should be fully compliant with IPv4
and IPv6. Officially, the requirement would be:

v" All network systems in the Terminus must fully support IPv6 and IPv4 simultaneously





All Layer 2 and Layer 3 junctures must comply with RFC 2373: IPv6 address architecture

All network devices must comply with RFC 2374: IPv6 Global Unicast Address Format

All Layer 2 and Layer 3 junctures must comply with RFC 2460: IPv6 Specification

All Layer 2 and Layer 3 junctures must comply with RFC 2461: IPv6 Neighbor Discovery

All Layer 3 junctures must comply with RFC 2463: IPv6 Internet Message Control Protocol

All Layer 2 and Layer 3 junctures must comply with RFC 1981: IPv6 Path MTU discovery

All Layer 3 junctures must comply with RFC 2080: IPv6 RIPng

All Layer 2 and Layer 3 junctures must comply with RFC 2710: IPv6 Multicast Listener Discovery
All Layer 3 junctures must comply with RFC 2740: IPv6 OSPFv3

It is a fundamental requirement for the entire AeHN network, including the terminus, that all
Layer 3 systems support BGPv4, OSPFv2, and RIPv2
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4.2.6 Rapid Convergence Requirement

An important objective in building a highly available network design for AeHN is to avoid TCP session
failure while providing convergence that is unnoticeable (or as fast as possible), during the event of a
hardware or software failure. Each of the TCP/IP stacks that are built into the various operating systems
has a different level of tolerance for determining when TCP will break a session. The least tolerant are
the Windows Server and Windows XP client stacks, which have been determined to have a ~9 second
threshold. Other TCP/IP stacks such as those found in Linux, HP, and IBM are more tolerant but do not
have much longer windows before tearing down a TCP session.

While 9 seconds can serve as the worst case threshold, the switch pairs within the Terminus would need
to converge around a failure at least twice as fast to help ensure that the TCP session(s) does not

breach its threshold roundtrip while at the same time making an effort to rescue as much UDP traffic
and hello/keep-alive traffic (which frequently runs at 3 second intervals) as possible.

It is therefore a requirement that AeHN adopt a < 3 second threshold for rapid convergence between all
switch pairs, Layer 3 junctures and firewall switchover pairs within the Terminus network. Again, the
specific requirement is:

v" Layer 2 (and Layer 3) links must ensure loop-free convergence within a < 3 second threshold in
the Terminus.

4.2.7 Network Systems Feature Requirements

A Layer 2 or Layer 3 juncture is any device that terminates Layer 2 or Layer 3 connections such as
switches, routers, firewall, etc. There are some specific technical requirements that all Layer 2 and Layer
3 junctures must support in order for the AeHN network to function optimally. While these
requirements can be regarded as general systems requirements, they cannot be ignored as they apply to
ALL systems:

v" Al Layer 2 systems in the entire AeHN network (all AeHN controlled infrastructure)must support
jumbo frames (MTU size = 9000)

v All Layer 2 switch ports should support rate limiting

v All Layer 2 switch ports should be capable of registering error and traffic statistics





All of the systems in the entire AeHN network must support satellite connections

The AeHN network will not support non-IP protocols. All systems must run IPv4 Or IPv6

The AeHN network must be built to fully support Multicast applications and Anycast

The AeHN network must be built to support end-to-end Layer 3, and Layer 4 QoS at the
terminus

Additionally, the Terminus (and POP) must support Layer 2 QoS
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4.2.8 Required Layer 2 and Layer 3 Network Platform Security Measures (Device
Hardening)

The motto of the Alaska eHealth Network is “Secure Access to Your Health Record”. It should go without
guestion that network security will be of the utmost importance behind the design and development of
any and all components of the AeHN network. Network security and data integrity must be provided at
the physical terminus facilities level and at all layers of the OSI model as applicable.

Subsection 4.1 lent itself to the facilities requirements outlined by TIA.942, which covers physical access
procedures and building/facility security matters. This subsection covers network security matters that
pertain to the actual equipment at the Terminus (and any other locations where AeHN equipment
exists). One of the first facets of network security is to harden the devices making up the network;
ensuring network security is not compromised at Layer 2 or Layer 3, or at the platform level, control
plane, management plane or data plane. The following list describes both mandatory requirements that
must be met and optional requirements that should be met in order to ensure security at this particular

level:

v Layer 3 devices must deploy hashed routing adjacency authentication

v Layer 3 devices must hash first-hop redundancy pairings

v" All network devices must use pre-scrambled configuration password references

v" All network devices should disable non-essential ports, protocols, applications, services and
features not intended to be used

v" All Layer 3 and Layer 4 systems should do away with all TCP and UDP small services

v" All network devices must set login password retry timeout

v All network devices must force automatic timed VTY, TTY, and AUX session logout

v" All network devices must disable service password recovery where appropriate

v" TCP keep-alive suppression should be pursued as a policy throughout the AeHN controlled
network

v" All devices must use only encrypted, secure management plane protocols (e.g. SSH, SFTP,
SNMPv3 only)
Access must be limited to all network devices
All Layer 3 devices should implement ICMP protocol and ICMP field code options packet filtering
e.g. using ACLs to drop all ICMP except for traffic originating from management systems

v All network devices should filter IP fragments and IP field code options

v" Suspect TTL values must be addressed by all Layer 3 devices

v" All management interfaces (logical or physical) must be secured

v" All network devices must display warning banners with legitimate legal notifications on all

entries (upon login, console, SSH, telnet)
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4.2.9

All network devices should authenticate, authorize and account to AAA to secure interactive
access (e.g. using TACACS and Radius)

All devices should utilize logging best practices to secure the logging source, the insert
timestamp, and the logging buffer e.g. using ACLs to logging management system
Configuration change notification and archival of logging configuration changes must be
deployed

Control Plane Access and Protection (or its equivalent) must be deployed network wide
Routing protocols should be prohibited from unicasting, broadcasting or multicasting hellos out
unnecessary interfaces

All Layer 3 devices should disable IP source routing

All switches should support port mirroring of IP traffic from any VLAN or any switch port at the
Terminus

Layer 2 devices should have the capability to control access to ports

Network devices should utilize IP Options selective drop capability

Network devices may utilize Traceback and netflow tools (or its equivalent) if applicable
Private VLANSs or protected ports for DMZ or public services hosts should be secured
Memory/CPU threshold notification, leak detection and chunk validation may be required
Network device interfaces should utilize buffer overflow precautions

Manually reserving memory for console access should be required where applicable

Network devices should have the capability of storing and participating in enhanced crash file
collection

Anti-spoofing measures such as uRFP or source-guard should be utilized where applicable
Layer 2 devices should have the capability to utilize and mitigate ARP poisoning strategies (DAI)
Layer 3 devices should be capable of routing protocol authentication key chain rotation

Layer 3 devices should be able to log Layer 3 violations

All devices should have the capability to rollback configuration files

Boot-image and boot-config file security measures must be utilized

All network devices may be required to disable default IP behavior for proxy ARP, ICMP
unreachables, ICMP redirects, directed broadcasts

All network devices should utilize NTP authentication

Required Layer 5 and Layer 7 Network Security Measures(Security Applications/
Integrity)

Beyond the measures taken to harden the Layer 2 and Layer 3 devices making up the Terminus and

other components of the AeHN network as just defined, the Terminus (and other parts of the network)

must utilize network security best practices from Layers 5 through 7 of the OSI model where applicable.

AeHN will require the following higher level network security measures to be built into the Terminus:

v

Security measures must be taken to prevent/detect intrusions and incorporate data leakage
protection strategies

The AeHN Network must have the systems in place to enforce security policy

Security measures must be taken to ensure patient confidentiality, data integrity, and systems
availability

The AeHN network, and the systems and networks resident at the Terminus, must meet
regulatory compliance as identified by AeHN





v" Clear demarcation between public and private domains must be of utmost importance in the

design of the AeHN network, especially at the Terminus

Terminus must be capable of terminating IPSEC, SSL or equivalent for tele-workers

AeHN must have the capability to lock down IM Messaging for the AeHN network

Anti-virus protection must be installed on all application-level systems operated within the

Terminus

v’ Intrusion Detection/Prevention systems must be deployed at all Internet gateways and the
Terminus core

v Event Correlation should be implemented at the Terminus to assist network security personnel
in identifying and managing security anomalies and tracking false positives

DN

A primary network security standard is that all LAN-originated traffic, including VolIP, video and data is
encrypted, while management traffic such as SSH, NTP, and PKI may traverse the WAN outside the
encrypted tunnel as configured (considering that they are already, at least, hashed).

4.3 Design Requirements for Specific Modules within the Terminus

The AeHN Terminus component itself will be comprised of subcomponents, areas, or modules. These
areas or modules will have a specific function or will constitute one specific area of the Terminus. These
modules and areas shall work in conjunction to provide secure network transport for AeHN.

This document will review the design needs of the different potential modules and areas of the
Terminus. This review is deemed necessary as some modules, areas, or subcomponents of the Terminus
have specific design needs that are not directly covered by the general, overall, Terminus-wide design
criteria provided in the previous subsection 4.2.

The components constituting the Terminus are as follows:

e Internet Module e Applications

e Public Resources e Network Management
e Vendor Resources e WAN Resources

e Core Switch Module e WAN Aggregation Edge

The following subsections are dedicated to the specific design requirements for each of these
independent components of the Terminus, above and beyond what has already been provided as the
design criteria to be applied to the overall Terminus network in subsection 4.2. Each subsection lists the
specific design requirements for its respective component.

4.3.1 Internet Module Component

The Internet Module component of the Terminus network is considered an untrusted area that provides
access to public connection to the Internet. This area of the network shall deliver public Internet access
for applications and services inside the Terminus. Secure Internet connectivity may be provided to AeHN
participants as allowed in USAC funding and other agreements.





The Internet Module should have multi homed connections to at least one Tier Il or higher service

provider.

The following design requirements apply to the internet Module:

v
v

The Internet Module shall be physically and logically separate from the rest of the Terminus
The Internet Module shall be separated from the rest of the Terminus by a security demarcation
(e.g. firewall infrastructure). The Internet Module shall comprise a mirrored pair of routers
capable of actively maintaining the Internet’s full BGP routing table in memory

The Internet Module must have its own mirrored and redundant switch pair for terminating
public resources connectivity

The Internet Service Provider(s) must have direct peering agreements with at least two Tier |
providers

The Internet Service Provider shall support reasonable requests by AeHN to customize its BGP
routing policy

The Internet Module must have the capacity to forward or terminate IPSec VPN tunnels or be
able to pass them to an adjacent decryption engine

The Internet Module must be capable of a Tier Il or a Tier Ill gateway

The Internet Routers must be capable of providing demarc connections to the Internet, to
Internet2, and to the Terminus and be scalable to support future interfaces

All Internet Layer 2 and Layer 3 devices (switches and routers residing in the Internet Module)
must offer multiple layers of security in order to protect the Terminus and the Internet Module
itself

Furthermore, the following design requirements apply directly to the Internet Firewalls responsible for

securely partitioning the entire Internet Module and any of its public resources from the rest of the

Terminus:

v
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The Internet Firewall Pair must support more than 24 virtual firewalls in software (also known as
security contexts, burbs, and virtual firewall zones)

The Internet Firewall(s) must have eight or more Gigabit Ethernet interfaces

The Internet Firewall(s) must support routing, policy, and stateful inspection of packets

The Internet Firewall(s) must offer multiple layers of security inbound and outbound on all
interfaces (e.g. IDS/IPS, AntiX, etc.)

The Internet Firewall(s) must be capable of terminating 1000 SSL and IPSec VPN tunnels

The Internet Firewall(s) must be capable of switching at least 250MB of AES- 256 VPN
throughput

In addition to the specified design requirements above, the optional specifications can be:

>

4.3.2

The Internet Firewall(s) can be capable of terminating IPSec VPN tunnels AND allow for the
operation of multiple virtual firewalls simultaneously without affecting packet switch function or
adding more than a 200 millisecond packet processing delay

Public Resources Component

A public resource can be defined as a server, appliance, or application that resides in the AeHN public

address space that is made available to everyone or to an authenticated subset of Internet users. A





video relay server or servers posting newborn baby pictures online for family viewing (a maternity
service) are examples of resources that can be placed into the public resource area. Network security
precautions are taken to protect the resources placed here, though this area of the Terminus may be
placed outside of a Firewall or in a DMZ.

v' The overriding requirement for the Public Resources area is that resources placed here will be
secured from outside of the Internet Firewall or in a DMZ

v' Resources placed in the Public Resources area must be controlled by AeHN or be independently
firewalled/secured by the owner of the resource

v Switches residing in the Public Resources must have the capability to rate-limit traffic on a per
port basis

4.3.3 Vendor Resources Component

Internet accessible Vendor Resources are offered to AeHN participants by vendors in a DMZ. The Vendor
Resources DMZ shall be managed by the virtual firewalling (security context or burb) capability of the
Internet Firewalls to create multiple Vendor “DMZ’s” or resource areas assigned to a vendor or entity.

Public services such as DNS, Web, email, and VTC may be located in the Public Resources DMZ.

In summary, a virtually firewalled Vendor Resources DMZ shall be made available to each Vendor,
Partner, or entity requiring a DMZ presence by the AeHN network administrator within the AeHN
Terminus. The specific design requirements for this are the same as the Internet Firewall requirement
(as this is where the Vendor Resources DMZ(s) will be managed from) with the addition of:

v" The Vendor Resources DMZ must have a switch pair dedicated to vendor interfaces residing in
the Terminus that must support 802.1q Trunking, VLAN partitioning, and network security
measures for segregation and management of multi-vendor traffic.

Partitioned Vendor Resource DMZs shall have the security standards applied at the virtual Internet
firewall interface by AeHN network administrator(s).

4.3.4 Core Switch Module

A Core Switch Module is regarded as the central component of any network large enough to have
multiple components or modules. This document defines a core switch as a Layer 2 or Layer 3 device
that aggregates the different modules or different areas of a network together. While there are several
areas and components to the Terminus, there are currently only two other ‘formal’ modules which are
absolute requirements: the Internet Module and the WAN Module (and of course the Core Module that
connects the two). All components, subcomponents, areas, applications, and technologies topologically
reside in one of the Internet, WAN or Core modules.

There may be more modules added to the Terminus if they are deemed justifiable by the AeHN
organization, the network design must support growth to include additional modules.





The design principal for the AeHN network is that it be scalable for future growth. The requirements for
the Core Switch Module are as follows:

4
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4.3.5

The Core Switch Module must interconnect with other modules via 10 Gigabit or better
interfaces

The Core Switches must be able to handle very large PACS files and other images

The Core Switches must have the capability to support virtual switching instances to facilitate
additional network modules

The Core Switches must have sufficient port capacity to terminate multiple redundant switch
pairs, modules, and the application platforms given in the “Applications” subsection (below).
The Core Switches must provide high availability and redundancy with a minimum MTBF (mean
time between failures) rate based upon the rates found in TIA.942 Tier | and Tier Il standards
The Core Switches must be highly scalable

The Core Switches should be modular and support hot-swappable components

Design Considerations for Applications (Servers) resident at the Terminus

AeHN intends to host application servers in order to deliver data and information services from the
Terminus to its participants. Below is a list of potential applications and services that may reside at the

Terminus:
Server Estimate:
2 Radiology Servers
20 Customer Servers or custom applications
2 Pharmacy Servers
4 EHR Servers (Electronic Health Record)
10 NMS Servers (Network Management or Network Security-related Servers)
4 VTC Bridges (Videoconferencing Bridges)
10 Management VTC devices (Traversal, Gatekeeper, Video Management, Scheduling)
4 Billing, Metering, and/or Monitoring Servers
10 Infrastructure Services Servers

Out of these 66 potential servers, many of them could be virtualized. The remaining servers or

appliances may not be virtualized for technical reasons or would remain as a standalone device for

political or ownership reasons.

>

4.3.6

There are currently no design requirements for applications. The Application section serves as a
reference on how to size the other components of the Terminus, namely the Core Switch
Module or any potential modules catering to the estimated pool of servers.

Network Management Module or Area

Network management strategy in the design of the Terminus should use a combination of out-of-band
console and in-band connections to the various network components and modules for management

access. The suite of network management tools, applications, and appliances will also be capable of
supporting industry standard best practices for network management, reporting, access, and security.





The network management devices and applications may be delivered from a separate module

connected to the Core Switch Module or segregated onto a detached switch pair (or a combination of
both).

The specific network management design requirements are as follows:

v" SNMPv3 or equivalent be implemented network-wide
v’ Layer 2, Layer 3 and firewall devices be managed via an out-of-band and/or an in-band
connection

v' Terminus servers and appliances will be managed via IP KVM Network management system will
be utilized to monitor Layer 2 and Layer 3 performance, health, status, configuration
management, logging, availability, AAA, and error data

4.3.7 WAN Resources Area

Within or adjacent to the WAN Module or WAN edge are WAN-related services or applications that
serve a legitimate WAN-related purpose such as optimization, acceleration, Quality of Service, etc.

Due to the realities of IP transit in the state of Alaska, namely in the more remote communities, WAN
optimization is an attractive strategy to reduce the consumption of expensive WAN bandwidth while
expediting remote site application access and operation. Many remote communities are very dependent
on the services of acceleration in order to utilize the cost of the WAN bandwidth. In order to
accommodate remote site WAN optimization needs, the Terminus should account for the following
design requirement:

v" The WAN Resources Area should have a WAN optimization platform capable of compressing and
caching data to increase network efficiency

v" The WAN Resources Area may most likely require a dedicated platform enforcing QoS. AeHN is
open to innovation and to different strategies that could allow for QoS policy deployment, so
instead of defining a set design requirement, an optional goal is given instead

The WAN Resources Area or the WAN Aggregation or Edge shall entertain different strategies in
customizing and enforcing QoS policy.

WAN Testing devices may be utilized to validate or test certain aspects of the WAN Aggregation Module
by AeHN network administrator(s). In addition to the potential considerations for WAN testing, the WAN
Services Module shall have the additional design requirements:

v" The WAN Resources Area will require the capability for participant circuit capacity monitoring,
WAN device status reporting, and participant circuit or path utilization reporting for participant
billing purposes





4.3.8 The WAN Aggregation Module Requirements

The WAN Module, also known as the WAN Aggregation Edge, provides the ability for AeHN’s goal to
“unify disparate health care networks”. WAN connectivity is the central issue in designing and deploying
a network that can satisfy the requirements set forth in section 2.

The WAN Module (or WAN Aggregation Edge) of the Terminus will be the area allowing AeHN’s central
services, applications and data backhaul to physically or logically connect to the remote site participants.

In addition to aggregating WAN connections to remote sites, the WAN Module shall also serve as an
interconnect or meet-me network, and accommodate point-to-point direct connections going to or
coming from a qualifying participant. The WAN Module should be built to terminate the following
media:

v Individual Serial Connections or T1s (T1, HSSI)

v Clear channel point-to-point links to participant sites

v" Channelized DS3 connections, Fast Ethernet, Gigabit Ethernet, and 10 Gigabit Ethernet point-to-
point interfaces

Optical Facilities (OC3, PoS, or Sonet)

Encryption-enabled Metro Ethernet Access (Encrypted connectivity over Ethernet)

MPLS Enabled Layer 3 VPN's with QoS over Multi-gigabit Ethernet

Analog modem lines for emergency management access for AeHN support staff
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In addition to physical and cloud connectivity, the WAN Module must be able to provide the following:

v" Accommodation of 500 potential remote sites

v" Encryption and decryption of traffic destined for any given participant without compromising
router performance or breaching the roundtrip delay budgets allotted in the service provider
section

v Data integrity and authenticity for traffic traversing the WAN

v" Redirection of traffic for the purposes of WAN Optimization and/or data caching

v" The network must support TCP spoofing for optimum connectivity over high latency links

v" QoS systems and capability

v" ACLs, audits and inspections on inbound and outbound interfaces to further add network
security protections to this part of the Terminus

v" Support jumbo frame at the Layer 2 transmission and switching level as previously stated in
subsection 4.2

v" NAT (inside and outside)

v Policy based or static routing

v

Redundant Rendezvous Points and redundant Mapping Agents to allow for a highly available
multicast operation

v Operation of multicast traffic encryption

v" Multicast Source Discovery Protocol and Multiprotocol BGP capability

Below is a list of requirements that are specific only to IPSec, Metro Ethernet, and MPLS within the WAN
Module (and to the WAN Clouds):

v WAN Module systems and CPE must support AES-256 Encryption





WAN Module systems and CPE must fully support IPSec

IPSec that will support dynamic IGP routing protocols, Multicast traffic, and QoS policy
Tunnel establishment to the redundant pair of WAN Aggregation routers

Fully support the implementation of VRF

AN

Additional optional design considerations in the WAN Module are as follows:

» Unique address space will be assigned by AeHN network design team and implemented by
network administrators on each Participants’ LAN to prevent address space overlaps

5 POP Functional Requirements

Some participants will require a connection to a POP that is closer to them than the Terminus. These
POP terminations shall exist for the sole purpose of extending the AeHN network footprint. Below are
the mandated requirements for a standard POP.

5.1 POP Facility Requirements

Insisting on TIA.942 compliance at the POP would be impractical in many candidate POP cities within the
state of Alaska. Below we have specified minimum requirements that remote POP facilities must meet in
order to house AEHN equipment.

5.1.1 Required POP Facility Infrastructure:

v" The POP must utilize a cable support system compliant with TIA.569B standards

v" The POP must provide HVAC 24x7 days a week maintaining an ambient environment of within a
64-75 degree Fahrenheit range and humidity maintained between 30-55 percent relative
humidity

v’ Critical branch circuits brought into the POP should be protected and wired for 20A capacity

v" The POP should have the capacity to offer open or closed 19 inch rack space to accommodate
up to 10 rack units of space for AeHN

v' The POP must offer UPS backup power to any potential collocated AeHN systems

v" The POP should be less than 100 meters in cable length to the nearest terrestrial, submarine, or
satellite telecommunications uplink (or Earth Station)

5.2 POP Network Design Requirements

AeHN and the carriers they choose to work with to deliver connectivity to the POP’s should pursue a
policy of flexibility in the design and deployment of the POP’s, with the exception of the following,
more-stringent requirements





5.2.1 Optional WAN Gateway Requirements

Router or Gateway provisioning for terminating and aggregating WAN services at the POP shall try to
conform to the following optional standards:

» Traditional High Capacity Service shall have its own dedicated and unshared router for
terminating HiCAP

» Metro Ethernet and/or MPLS gateways shall be terminated onto its own separate router or
Layer 3 switch and is not to be shared with other services

> Routers terminating fiber based services such as OCX and Sonet shall also have its own
dedicated hot standby or redundant platform

These optional requirements will apply more often to the carrier than to AEHN as the POP is viewed as
an extension of the WAN cloud by the carrier.

5.2.2 POP Infrastructure Management

Similar to the network management requirements of the Terminus, it is a requirement to provide a
means of managing devices at the POP locations.

v POP Location Equipment that AeHN may collocate at remote POPs must be accessible via
Console access

v' POP Location Equipment that AeHN may collocate at remote POPs must be accessible via SSH
access

It is currently not anticipated that AeHN will maintain their own equipment within a POP location, as the
POP will most likely be solely a carrier component. Nonetheless, if AeHN were to locate applications or
services at a POP facility (such as Disaster Recovery), then these requirements would apply.

5.2.3 Security Demarcation

Security demarcation or divisions within the POP network shall be made where necessary with Layer 3
firewalls. Since the POP is currently viewed as carrier extensions to the Terminus, there are no security
requirements here that have not already been covered in the Terminus section.

5.2.4 General Requirements

Any AeHN systems located at the POP facilitie’s networks shall abide by the following requirements:

v" Must adopt the same network Layer 2 and Layer 3 security requirements as found in the
Terminus

v" All AeHN layer 3 platforms at the POP shall support RIP, OSPF, BGPv4, RIPng, OSPFv3 and PIM

routing protocols

All AeHN layer 3 platforms at the POP shall support MPLS IP VRF routing capabilities

Appliance-model design for provisioned equipment where possible

All Layer 2, 3, and higher POP platforms shall support IPv6

AN





5.2.5 Recommended Disaster Recovery POP Requirements

The recommended design requirements for this disaster recovery POP beyond the above standard POP
requirements would be:

Within an Alaskan community with abundant access to terrestrial fiber connectivity
Located in a geologically and hydrological stable city

Geographically separated from the Terminus by at least 150 miles

At least 20 meters above sea level, if the Terminus location is less than 20 meters above sea
level
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6 AeHN Wide Area Network Requirements

Once the AeHN Terminus network is in place and ready to deliver data, services, and health exchange
capabilities, the Participants will need to connect to it through a WAN Cloud(s). The Participants will also
potentially need to have connections and segregated routing capabilities. The AeHN WAN network or
AeHN Cloud shall provide hub-to-spoke capability to the Terminus and by offering spoke-to-spoke
capability to permit participant-to-participant connectivity.

In this section the terms “AeHN WAN Network” and “AeHN Cloud” are used interchangeably. The term
carrier connotes the provider that delivers the actual raw physical transport or access.

As required in subsection 4.3.9, a variety of WAN termination media will be made available at the
Terminus and at the POP is to allow the participants multiple methods of joining the AeHN Cloud. In
summary, the AeHN Cloud shall constitute MPLS VPN, Metro Ethernet, T1s, Satellite, or other Point-to-
Point connectivity.

This section assigns the various WAN Cloud design requirements to component or entity best suited to
satisfy that particular requirement. Those components or entities are the Service Provider(s), the CPE,
the Handoff and the Participant. These entities interact in different ways in regards to WAN
demarcation. Thus, the subsections are organized as follows:

e Subsection 6.1 assigns WAN requirements best suited to the Carrier portion of the WAN Cloud,
or the Service Provider providing the actual physical path transport

e Subsection 6.2 also addresses the WAN requirements for the Service Provider, but there is a
subtle difference. This section specifically addresses the circuits or access requirements to the
participant sites, and deals less with carrier issues. These sections were separated to help avoid
confusion and provide clarity, as often there are multiple Service Providers types involved

e Subsection 6.3 moves closer to the Participant remote site and specifically addresses the
requirements expected of the CPE device install onsite

e Subsection 6.4 addresses the requirements of the physical handoff between the AeHN CPE and
the Participant Equipment. The Handoff can be considered the edge of the WAN cloud and a
clear boundary to the AeHN network.





Below is an illustration of who is expected to be responsible for the various components of the WAN
Cloud:

WAN Cloud Specifying Handoff requirements may
seem unnecessary at first, but it is this
g, Tl b N A A area that addresses AeHN'’s
requirement to: “join selected partner
i o ST L DR networks with clearly defined central
Term Inus . . - services, points of demarcation”
Ve Service |Provider
) —' , CPE Participant
P router £}
- Carrier Facilities
Circuit
SCEECET IR 4 4
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\_ BLA|CE [ LOAPOEL AeHN | Participant
: d : ' b Responsibility | Responsibility
Plus other circuits...

Other service providers

AeHN Terminus or POP Side Participant Remote Site Side

Terminus Requirements Apply to Red Area (already covered in section 4)

Service Provider Requirements Apply to Blue Area (subsections 6.1 (carrier facilities) and 6.2 (circuits))
WAN Cloud Requirements Encompass Light Blue Area (scope explained above)

CPE Requirements Apply to Purple Area (subsection 6.3)

Participant Requirements Apply to Green Area (to be covered in section 7)

6.1.1 Service Provider (Carrier) Requirements

Service providers delivering WAN transport to AeHN should abide by telecommunication industry
standard best practices.

6.1.2 Telecommunications and Cabling Standards

The carriers delivering any form of circuit, CPE, or access should abide by the following industry
standards.

TIA.568C — ANSI Commercial Building Telecommunications Cabling Standards

TIA.569C — ANSI Commercial Building Standard for Telco Pathways and Spaces

TIA.606A — ANSI Administration Standard for Commercial Telecommunications Infrastructure
TIA.607A — ANSI annex J Commercial grounding (earthen) and binding requirements for
telecommunications

AN NN
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6.1.3 National and Federal Access Infrastructure Requirements for Service Providers

Service Providers delivering access or WAN transport to AeHN should follow national and federal
requirements for providing telecom service at the Terminus, POP or Participant remote sites:

FCC Part 15 — Radiated Emissions Limits

FCC Part 68 — Connection of Terminal Equipment to the Telephone Network

NFPA-70 — National Electrical Code

NFPA-75 — Standard for the Protection of Information Technology Equipment 2009 Edition

AN

6.1.4 Internet Service Provider Requirements

While the content in this subsection has already been touched on in the Internet Module subsection,
the Internet is indeed technically serviced by circuits from an Internet Service Provider and, as the name
suggests, the ISP itself is a type of service provider offering a WAN component. It is possible that the
ISP(s) will be different than the provider(s) delivering private WAN access. Therefore, this section is
dedicated to addressing specific Internet Service Provider-related concerns and design requirements:

v" The ISP shall be considered a Tier | or Tier Il level provider with significant presence in the state
of Alaska

v' The ISP and all their tiered partners shall already have a well developed public BGP Autonomous
System number from 1 - 64511 assigned by ARIN (the American Registry for Internet Numbers)

v The ISP must make available at least one contiguous Class C (/24) public address space to AeHN

v' The ISP must be willing to customize the routing tables and routing filters to ensure AeHN’s
policy and routing needs are met for its planned internet presence

6.1.5 Carrier-Specific Requirements

WAN transport for AeHN can be provided by a number of entities including: local exchange carriers,
transport resellers, third parties, etc., some of which are not carriers themselves. Nonetheless, the
actual physical path must still be provided by a telecommunications-grade carrier (the root or source
Service Provider) with a presence in Alaska. That carrier or source service provider should satisfy the
following requirements:

v" Must be a FCC licensed telecommunications service provider

v" Must offer standard SLAs to AeHN. Those SLAs should not be legally diluted by any reseller or
third party intermediary

v" The Service Provider(s) must be capable of delivering fractional T1, T1, channelized DS3, clear
channel DS3, MPLS circuits, Metro Ethernet and OCX terminations to the Terminus (and POPs)
as governed by interchange agreements

v" The Service Provider should have the ability to dispatch more than 3 employees residing within
20 miles of the Terminus location (from a winter-serviceable road) that can be called upon to
service provider-side outages within 4 hours, on a 24 hours/ 7 days a week basis

v"An Interconnect or circuit will be required between the Internet2 network and the Internet
Routers at the Terminus





6.2 Service Provider (Access) Requirements

The Service Provider(s) to the Participant sites must facilitate other competing Service Provider(s) in
what will almost certainly be a very diverse set of participants in disparate regions and vendor (LEC)
jurisdictions.

This subsection addresses the design and functional requirements of the WAN connections. These WAN
connections are defined as the logical or physical pathways (circuits) that transport IP or digital signals
between the Terminus and the participants. These WAN Connections or circuits provided by the Service
Provider must satisfy the following requirements.

6.2.1 Less than 400ms One-way delay on the WAN Connection

The time it takes for an IP Packet to arrive to its destination from its source is addressed as delay and is
normally measured in milliseconds (ms). It is important to control delay as real-time applications such as
VolIP and video simply cannot function if they are not transmitted in a timely manner. Delay is a

common challenge to contend with in rural networks as these remote sites normally uplink to the rest of
the world via satellite, which induces significant delay due to the limitations of the speed of light and the
physical distances involved in transmitting IP packets between low-earth orbit nodes.

Provider networks should meet the following guidelines where possible:

One Way Delay Rtt Effects of delay
>600ms 1200 ms Delay Highly Perceptible, communication style unnatural until user
adaptation occurs
250 ms 500 ms Delay perceptible, communication style needs to be adapted
100 ms 200 ms Delay barely perceptible during parallel communication
50ms 100 ms No delay perceptible

While a 100ms to 250ms one-way delay for VolP or video traffic would be ideal, unfortunately these
ranges will never be achievable at satellite locations due to the limitations of the speed of light. An
acceptable delay of 400ms, while not ideal, still allows for communication to take place, albeit
communication outside of the natural cadence of human interaction. 400ms should be the absolute
delay threshold as this affords a buffer against the 600ms threshold while being close enough to the
preferred (yet unfeasible) 250ms ideal. All sites desiring to connect to real-time AeHN applications or
use real-time internal applications outside of the site’s LAN (such as establishing a video call to a remote
site) should establish a connection to the Terminus that consistently averages 400 ms or less (one-way).

v" The WAN connection (circuit) roundtrip signal delay between the Terminus and a given
participant remote site should not exceed 800 milliseconds
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6.2.2 Packet Loss Threshold < 1e06

Both terrestrially-connected and satellite-connected WAN links to participant sites should conform to
telecommunication best practices in terms of circuit reliability and accuracy. As such, the service
provider for any given circuit path to a participant site must satisfy the following circuit reliability
requirements:

v Circuits delivered to participant sites must pass a standard, extended—time end-to-end bit-error-
rate test pattern that is appropriate for the circuit transport media (i.e. QRSS, all-ones, etc)

6.2.3 Where possible no More Than One Satellite Hop Preferred for IP real-time
application transit

Currently, no involved party is willing to mandate a limitation on the number of satellite hops between
the remote sites and the Terminus and/or its POPs. This is due to the geographic and budgeting realities
faced by AeHN, the remote sites, and all other entities involved in the state of Alaska. For the purposes
of establishing end user expectations, the design requirement stated below is not mandatory, but its
fulfillment would accommodate real-time traffic over satellite links:

> No more than one satellite hop should occur during the transmission of any type of real-time
traffic such as VolP or video

6.2.4 Grade “B” Site (bandwidth = 1.5mb)

For those remote sites that need basic access to telemedicine applications (these applications are
defined in the next subsection), an access rate of 1.5mb would prove sufficient for most all remote sites
with minimal telemedicine or imaging needs. While hospitals would require more bandwidth, most
remote clinics (which can be defined as having between one to six users) would require supporting one
concurrent Standard Definition (SD) video conference call, six concurrent 24kbps VolP calls, and store
and forward applications along with internet traffic.

These participant remote sites with minimal telemedicine needs can be considered Grade “B”
Connectivity sites. Grade “B” (and Grade “A” as discussed in the next section) is a measure of participant
site data needs as defined in a separate but related document entitled “AeHN Site Report”. The total
minimum value of 1.5mb for these Grade “B” participant sites came from the anticipated aggregate
bandwidth of various applications running at these sites (rounded up to the nearest commercially
available circuit speed). The list below shows how the Grade “B” requirement was formulated:





Figure 6.2.4

Description qty X BWinkbps Total BW*

HD Video Conference 0 X 1384 0

SD Video Conference 1 X 480 480
Concurrent VOIP Calls 6 X 24 144
Inter-org traffic 1 X 256 256
Background control Traffic 1 X 64 64
Internet Access Allotment 1 X 256 256
Radiology 1 X 256 256

Total 1456

*Bandwidth requirements may vary. This list can also serve as an acceptable future QoS policy allotment that would be invoked during times of
congestion.

Therefore, the specific WAN connection requirement for these Grade “B” sites would be:

v Participant Remote sites directly connecting to the AeHN network that require basic access to
Telemedicine applications must be provisioned with a minimum of 1.5 mb (T1 speed) to be
considered a Grade B site.

6.2.5 Grade “A” Site (bandwidth = 3.0mb)

Telemedicine store-and-forward applications such as tele-pathology, tele-dermatology and tele-
radiology typically involve very high-resolution images, and therefore are very large files, often topping
200mb for even the most basic X-ray image. While compression of these images is possible, it may not
be desired by AeHN as even minor defects to the image can result from image compression, and thus
lead to misdiagnosis. Without compression, a simple x-ray image may take 2 minutes to transmit at T-1
speed.

Telemedicine real-time applications would place even more requirements on the access line to the
remote site, as these are often HD video applications. These HD real-time applications go above and
beyond simple videoconferencing and would need to transmit at a 720p (or higher) resolution for real-
time remote diagnosis, treatment, and patient evaluation.

The lower threshold for accommodating a Grade “A” site equates to a 3mb total minimum for the access
rate. Again, the total minimum value of 3mb for Grade “A” participant sites came from the anticipated
aggregate bandwidth of various applications running at these sites. The list below shows how this
requirement was formulated:





Figure 6.2.5

Description qty X BWinkbps Total BW*

HD Video Conference 1 X 1384 1384

SD Video Conference 0 X 480 0
Concurrent VolP Calls 6 X 24 144
Inter-org traffic 1 X 512 512
Background control Traffic 1 X 64 64
Internet Access Allotment 1 X 256 256
Radiology Traffic 2 X 256 512

Total 2872

*Bandwidth requirements may vary. This list can also serve as an acceptable future QoS policy allotment that would be invoked during times of
congestion.

Therefore, the specific WAN connection requirement for Grade “A” sites would be:

v Participant remote sites directly connecting to the AeHN network that require advanced access
to Telemedicine applications must be provisioned with a minimum of 3.0 mb (2xT1 speed) to be
considered a Grade “A” site.

6.2.6 HIPAA Compliant Secured Transport

The requirement outlined in this subsection cannot be emphasized enough. A common recurring theme
throughout this document is network security and integrity. Section 4 covered many of the network
security expectations at the Terminus. Nonetheless, there is also an element of network security that is
required in the WAN Cloud. Regulatory compliance dictates that participant traffic over all media,
whether that media or transport is public or private, be encrypted and have some measure of data
integrity enforcement. Therefore, a very important requirement for the Service Provider to build into
the WAN Cloud is that:

v The Service Provider must implement encryption and authentication in the WAN Cloud(s), as
well as satisfy HIPAA regulatory compliance for the secure transport of medical data

6.3 AeHN CPE Requirements

It is anticipated that AeHN may deploy CPE devices at certain participant remote sites to assist in the
delivery of AeHN resources onsite while abiding by the earlier stated requirements of secured transport
and clear jurisdictional demarcation. It can be said that these CPE devices are seen as an effective way of
bringing the AeHN Cloud to the participant site, instead of forcing the participant site to meet AeHN
physically at the Terminus.





6.3.1

Participant-facing CPE Interfacing Requirements

For those sites opting for AeHN CPE connectivity, the requirements specific to the participant-facing CPE

interface are:
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6.3.2

An Ethernet dotlq Trunking capable port

ITU T.568A or ITU T.568B compliant

IEEE 802.3/SNAP-headers

Non-bridged ASIC based port that segregates collision domains

Ethernet, Fast Ethernet or a Gigabit Ethernet routed or switched port

Native support for PVST, IEEE 802.1D, IEEE 802.1S or IEEE 802.1W and IEEE 802.1Q standards
Allow manipulation of the untagged VLAN number and customization of the tagged VLANs
Support extended range VLAN IDs

Ethernet Handoff Requirements (Access with CPE)

For those sites opting for AeHN CPE connectivity, the functional requirements for the CPE device itself

are:

v

v

6.3.3

Must be one device with routing capability that offers the necessary integrated services
components within the platform (in order to keep it one device). Peripherals and accessories
such as modems to AUX ports are permitted.

An integrated-model design model when selecting and provisioning CPE equipment

Must have the capability of being a QoS-enabled IPSec-encrypted VPN termination point or relay
that passes voice, video, and data traffic to and from the participant network

Must be capable of nested or hierarchical Class Based Weighted Fair Queuing or its equivalent
Must be capable of rate-limiting and/or remotely adjusting the bandwidth allowed to and from
the participant network

Must be able to be monitored, maintained, polled, audited and serviced remotely

Support for QoS

QoS is an end-to-end networking technology meant to prioritize certain types of IP traffic over other

lesser important types of traffic. QoS is essential in the queuing and switching of real-time traffic and in

dealing with episodes of network congestion. QoS is brought up here in the CPE section as QoS would

exist within AeHN solely for the prioritization of sensitive participant data — and the best location to

begin defining and enforcing QoS policy is perhaps at the CPE device. Although, since QoS is an end-to-

end technology, it will need to be considered at multiple locations and junctures in the greater AeHN
network, namely at the CPE, the Terminus WAN Edge, and from within the WAN Cloud. Specifically, the
QoS requirements would be:

>

>
>
>

Support prioritization and manipulation of the DSCP, IP TOS, and COS fields of inbound or
outbound packets

Support the classification, marking (or tagging) of packets based on the DSCP, COS, or TOS value
Support interface queuing functionality at Layer 2 and Layer 3 or the OSI model

Should support interface buffering at the Layer 2 level





» Should support the capability to prioritize traffic according to how the traffic (packet) is
classified

» Should support the customization for the random drop of TCP packets to inhibit TCP
synchronization

> Should support the ability to drop certain types of traffic at the QoS level or the ability to rate-
limit inbound or outbound traffic based off traffic classification

6.3.4 WAN Optimization at the Participant Remote Site

In order to reduce the bandwidth consumed by traditional web and other types of cacheable traffic, a
WAN optimizer (also known as an accelerator) can be strategically placed within the participant remote
site network to allow for the caching of http and other types of commonly accessed traffic. WAN
Acceleration can often exhibit compatibility issues with IP VRF, so sites implementing WAN Acceleration
should ensure IP VRF compatibility. The requirement specific to WAN acceleration or optimization at the
remote site is an optional one:

> WAN Optimization, or more specifically WAN caching, is highly recommended but not required.
WAN Optimization may occur inside the CPE or from within the participant network.

6.4 Handoff (Demarc) Requirements

This subsection explains the requirements for the physical AeHN-to-Participant handoff (also known as
the demarc). The handoff is regarded as the clearest point of jurisdictional, administrative and network
security demarcation between the AeHN network and the participant autonomous system.

6.4.1 Layer 1/2 Participant Handoff

The actual physical handoff between the CPE and the end users remote site network would almost
certainly be in the form of an Ethernet patch cable. Specifically, the requirements for the Handoff would
apply to both the participant and to AeHN:

v" The Handoff should be an ITU T.568A or T.568B RJ45 Unshielded Twisted Pair CAT5e/6
compliant Ethernet patch cable

v The CPE provider must make available an extra Ethernet cable of reasonable length and grade
during or soon after the CPE installation process and the participant must store and secure that
extra cable to be made readily available in the event the handoff cable fails

v’ Handoff should be Dotlq capable

7 AeHN Participant Requirements

The AeHN network shall be built in a manner to facilitate broadband IP connectivity for various medical,
clinical, and health entities from disparate geographies within the state of Alaska. Every reasonable
effort will be made to accommodate all types of medical and clinical entities, large and small, rural and





urban. Nonetheless, in order to qualify for connectivity, minimum steps must be taken by any institution
wanting to participate in or access the greater AeHN network. These minimum steps should not be seen
as artificial obstacles but rather the minimum standards needed in order to ensure a consistent and
reliable user experience and to reduce outages or poor quality of service.

This section details the specific requirements that the participants are expected to satisfy prior to
qualifying for an onsite AeHN CPE presence.

7.1 Participant Facility Requirements

While AeHN, equipment manufacturers, and the chosen service providers would obviously be seen as
carrying most all of the responsibility and burden in delivering reliable and secure service to the
participants, the participants themselves will also have a responsibility, albeit a minor one. This
responsibility is primarily limited to maintaining appropriate environmental conditions conducive to the
function of the CPE equipment installed onsite by AeHN or by a Service Provider.

The following participant facility requirements pertain specifically to the physical environment where
participants normally house the Telco/CPE equipment that connects their sites to the Internet or WAN
cloud. These physical locations are normally in rooms known as Telco Rooms, Wiring Closets,
Datacenters, Server Rooms, Telephone Rooms, Technology Shelves, Demarcation Points, or MPOE’s.

7.1.1 Presence of Conditioned Electrical Power

Whether or not the participant remote site will house AeHN CPE equipment on site, it is required that
the site make available at least one (no more than 4) grounded 120-200v electrical receptacle(s) to
power any CPE devices that the AeHN or the Service Provider would need to install in order to deliver
access. The receptacle(s) should provide conditioned power, meaning that the electrical power provided
is surge protected, attenuated, constant, and conditioned for reliable, grounded and consistent
electrical current. The reason why this seemingly mundane requirement has been listed as a
requirement is to eliminate or reduce the incidence of CPE device memory corruption caused by
intermittent power spikes or split second outages. These power anomalies can result from poor
electrical termination and conditioning commonly found in rural locations lacking reliable power grids
not built according to ITU standards. A site unable to condition power or a site that runs on residential
or industrial grade petroleum-powered electrical generators can usually remediate the concerns of
unconditioned electrical power by providing UPS units capable of surge-protection, conditioning, power
management, and battery backup up to 20 minutes or more.

v The participant site is required to provide at least one 120v CA19 three-pronged conditioned
power receptacle to power an AeHN CPE device





7.1.2 Shelf and Rack Assemblies

The remote sites that are to have CPE equipment installed must of course have a physical space
available with which to locate the CPE equipment and its accessories. If this space is to be located at the
participant’s facilities and not within the confines of the service provider’s facilities, the participant or
remote site must provide a dedicated physical space in a standard 19 inch rack or on a dedicated or
shared shelf assembly. More specifically, the participant premise must make available:

v' The participant remote site must have a minimum of two consecutive rack units of rack or shelf
space available for the CPE device

v' The participant remote site CPE rack or shelf space must have a two inch clearance from the air
intake and CPE output gratings to ensure proper cooling for any CPE device

v' The participant remote site shall be deemed responsible for any necessary onsite extended
demarcation in the event that the CPE device location breaches any physical distance limitations
to the onsite diagnostic analog lines or onsite Telco digital circuit facilities

7.1.3 Diagnostic Analog Line

The remote site contact, facilities manager, building manager or end user shall also provide a dedicated
analog line for use in remote dialup management and diagnostics of the CPE device. In scenarios where
it is not possible to provide a dedicated analog line, the remote site shall guarantee the availability of a
nearby, live, RJ11 biscuit or jack-terminated analog line that can be quickly, easily and immediately
reprovisioned by the onsite contact for use on the CPE device AUX port in the event of an in band
management access failure to the CPE device. The availability of a “Reprovisioned” analog line means
that if the remote site cannot justify a dedicated analog line terminating to the CPE device for out-of-
band management, the remote site can at least make an existing fax, modem, or individual analog
phone temporarily available to the service provider for dialup in the event that the CPE equipment or
circuit experiences an access line failure.

Given the distances and logistical challenges involved in dispatching repair technicians within the state
of Alaska, this would be considered a wise facilities requirement. Thus, the specific requirement for the
participant would be:

v' The participant remote site must make reasonable efforts to provide an analog line available to
AeHN or to a Service Provider for CPE diagnostic purposes

7.1.4 Site within Environmental Thresholds

While the quantity or mix of Service Provider facilities and CPE devices may be different from site to site,
all remote sites will certainly directly house CPE devices that have not had their internal electronic
circuitry hardened. This requires that the remote site make available a physical space and location for
the CPE that is environmentally conducive to the proper and safe functioning of electronic equipment
and battery assemblies. This means that the physical location where any Service Provider and CPE
equipment is permanently installed at onsite complies with the following:





v' The participant remote site CPE location should maintain an ambient temperature between 32
to 104 degrees Fahrenheit (lower the ambient temperature 1.4 degrees Celsius for every 1000
feet above 6000 feet above sea level)

v The participant remote site CPE location should maintain a 10% to 85% non-condensing
humidity level

v The participant remote site CPE location must be kept relatively dust free and dust accumulation
to a minimum

v The participant remote site CPE location must be sheltered from weather, condensation, human
traffic, and extreme or abrupt temperature changes

7.2 AeHN and Participant Network Security

The participant, whether it is considered a customer, end user or remote site, should be aware that even
if the WAN access is over a private and secured network, the participant is still obligated to take all
necessary network security measures as if they were connecting directly to the untrusted network.
While the provider network will indeed be secure, the remote site would still be urged to place a firewall
between themselves and the AeHN network in order to segment their security domain from the security
domain of the provider.

7.2.1 Explanation of a Secured Customer-Provider Demarcation

As with all shared networks that are not directly under the control of one governing entity, (i.e. secured
military networks) the AeHN network can be considered a “Semi-Trusted” network. In addition to
firewalling, the participant should take measures to protect themselves from compromise, intrusion,
infection, or attacks emanating from the AeHN Cloud. This is in step with the HIPAA security rule §164
Subpart C that requires the physical, administrative, and technical safeguarding of Electronic Protected
Health Information (ePHI) — which of course applies to both AeHN and to the Participant organization.

7.2.2 Comment on Additional Security Items

Additionally, all decrypted traffic setup and teardown sessions should be logged to event correlation
and/or forensics in the event of a compromise from the AeHN network. HIPAA regulations require,
patch management, unique access accounts, unique passwords, protection from malicious software,
malicious activity detection, and login recording and audit logging.

7.2.3 Comment on HIPAA Documentation

Because some of the aforementioned components of HIPAA are “Addressable”, if any AeHN member
organization declares that these requirements are not applicable, then justification must be
documented with the organization’s HIPAA information security officer or coordinator. In this case, all
parties outside of the said organization are not, and cannot be responsible in the event of a security
breach. All AeHN participants are encouraged to implement full security measures and best practices to
satisfy all HIPAA “Required” and “Addressable” components.





7.2.4 Network Security Requirements

The requirements for participant network security are as follows:

v" The participant remote site must have a Layer 3 firewall deployed on their side of the provider
handoff, and that firewall should be configured in a manner as to protect themselves from
network security breaches

v" When Secure VPN tunnels are used, they should always terminate at the perimeter security
device, like a firewall. The decrypted traffic must be subjected to security scrutiny like firewall
rules, ACL’s, intrusion detection inspection, and RFC protocol enforcement

v The HIPAA rules for audit logging, event correlation, security patching, and account variables
shall be followed

v" Both AeHN and the participants must conform to HIPAA “addressable” requirements

8 Vendor Selection Criteria

8.1 Vendor (Proposer) Profile: Total 80 Points

8.1.1 Corporate Profile with Alaska history & longevity: 15 Points

The Proposer must demonstrate that they have sufficient history in the State of Alaska in order to
understand the unique challenges of the geographical area applicable to the AeHN systems deployment.

8.1.2 Corporate Profile with relevant experience and technological expertise: 15 Points

The Vendor must demonstrate sufficient seniority with sufficient experience, expertise, and product
certifications relevant to the design proposal of the AeHN systems.

8.1.3 Project References for installing Telemedicine and WAN Networks: 15 Points

Confirmation of corporate references to which the Proposer has previously furnished, installed a
telemedicine system, and Wide Area Network (WAN) systems similar to size and scope described in this
RFP. The Proposer must also demonstrate the knowledge and understanding of HIPAA security
requirements relevant to the installation of telemedicine and WAN systems.

8.1.4 Key Personnel Qualifications: 35 Points

The Proposer must present resumes of key personnel with roles and qualifications relevant to this
project. In addition to the person's name and other basic information, all resumes must include the
following:

l. Name, position description (include title and areas of responsibility with respect to
this project)
1. Relationship, starting date of employment, and tenure with firm





1. State if person is full-time or part-time, officer, employee, subcontractor, or any
other relationship

v. Education, Degrees, Certificates

V. Describe which skills the individual team member is providing in relation to the
minimum qualifications required in this RFP

VI. Describe the individual's experience

8.2 Vendor (Proposer) Business Continuity and Project Risk Mitigation: Total
60 Points

8.2.1 Contract Termination for Default: 10 Points

The Proposer must provide information on any contracts that have been terminated because of default
in the last five years.

Termination for default is defined as notice to stop performance which was delivered to the vendor due
to the vendor's non-performance or poor performance and the issue of performance was either not
litigated due to inaction on the part of the bidder; or litigated and determined that the bidder was in
default.

8.2.2 Vendor (Proposer) Financial Viability and Stability: 10 Points

The Proposer must disclose any and all judgments, pending or expected litigation, or other real or
potential financial reversals which might materially affect the viability or stability of the proposing
organization; or warrant that no such condition is known to exist. This information is needed only from
the subsidiary or division if there is a parent company.

8.2.3 Define and Manage Project Risks: 20 Points

The Proposer must define any risks as being significant to the success of this project. How the Proposer
would most effectively monitor and manage these risks including performance reporting of the risks to
the project’s contract manager.

8.2.4 Vendor (Proposer) Business Risk and Continuity: 20 Points

The Proposer must provide a business continuation plan that illustrates how it will monitor and manage
through times of high client demand, labor disruption, and loss of facility and/or key staff/personnel:

L. Provide a plan for dealing with levels of high client demand beyond that which is
forecasted

1R Outline how you propose to minimize staff turnover and its impact on clients and the
government’s contract management staff





1. Demonstrate how client files will be kept in a secure and up-to-date fashion
Iv. Briefly describe your disaster recovery plan in relation to this project

8.3 Equipment Lists and Cost: Total 90 points
8.3.1 Detailed listing, function, features and cost of hardware to be provided: 40 Points
8.3.2 Detailed listing, function, features and cost of software to be provided: 40 Points

8.3.3 Detailed listing, function, features and cost of optional accessories available: 10
Points

8.4 Installation Plan and Cost: Total 80 points

8.4.1 Level of detail in Proof of Concept Plan: 20 Points

The Proposer must submit a detailed Proof of Concept Plan and what the success criteria is that
constitutes project success. This will be a major Project Management milestone.

8.4.2 Overall installation plan: 40 Points

The Proposer must submit detailed Project Management Plan to indicate expedient delivery of
installation and services.

8.4.3 Level of detail in the Acceptance Test Plan: 20 Points

The Proposer must submit a detailed Acceptance Test Plan. This will detail the testing procedures that

are criteria for project acceptance.

8.5 Maintenance and Warranty Services Weight: 80 points

8.5.1 Detailed Maintenance Plan and Service Facility location and capabilities: 30 Points

The Proposer must submit a detailed Maintenance Plan and its features in support of the AeHN network
proposed in this RFP. Also, the Proposer must disclose the location(s) of the Service Facility or Facilities
and their capabilities.

Page 42 of 43





8.5.2 Detail and features of Warranty Plan: 20 Points

The Proposer must submit a detailed Warranty Plan and its features covering the installed equipment
and services in support of the AeHN network proposed in this RFP.

8.5.3 Detail and features of Training Plan: 30 Points

The Proposer must submit a detailed Training Plan and it features in support of the personnel who will
manage the installed equipment in support of the AeHN network proposed in this RFP.
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Attachment 1 Alaska eHealth Network
Participant List
Organization Location Mailing Address Borough/Census City ST Zip Phone RUCA FIPS Census Tract
Alaska Native Tribal Health {4000 Ambassador Drive [4000 Ambassador located in the Anchorage |[AK [99508 [907-729-3934 (1 020 0016.02
Consortium Drive Anchorage Borough
Alaska Native Medical 4315 Diplomacy 4315 Diplomacy located in the Anchorage |AK [99508 |907-729-1986 |1 020 0016.02
Center Anchorage Borough
Cordova Community 602 Chase Ave PO Box 160 located in the Valdez |Cordova AK (99574 |907-424-8223 |10 261 0001.00
Medical Center Cordova Census
Area
Cross Road Medical Center|along the Glenn Highway [PO Box 5 Located in the Chitina|Glennallen |AK (99588 |907-822-3203 |10.3 261 0001.00
at its junction with the Census Area
Richardson Highway, 189
road miles east of
Anchorage. It is located
just outside the western
boundary of Wrangell-St.
Elias National Park. The
community lies at
approximately 62.109170°
North Latitude and -
145.546390° (West)
Longitude
lliuliuk Family & Health lies 800 air miles from PO Box 144 Located in the Unalaska AK ]99685 [907-581-1202 |7 016 0002.00
Services Anchorage, a two- to Aleutian West
three-hour flight, and Census Area
1,700 miles northwest of
Seattle. The name Dutch
Harbor is often applied to
the portion of the City on
Amaknak Island, which is
connected to Unalaska
Island by bridge. Dutch
Harbor is actually within
the boundaries of the City
of Unalaska. The
community lies at
approximately 53.873610°
North Latitude and -
166.536670° (West)
Longitude
Petersburg Medical Center (103 Fram Street PO Box 589 Located in the Petersburg [AK [99833 [907-722-4291 |7 280 0002.00
Wrangell Petersburg
Census Area
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Attachment 1 Alaska eHealth Network
Participant List
Organization Location Mailing Address Borough/Census City ST Zip Phone RUCA FIPS Census Tract
Providence Kodiak Island (1915 East Rezanof Drive |1915 East Rezanof Located in the Kodiak|Kodiak AK ]99615 [907-486-3281 |7 150 0002.00
Medical Center Drive Island Borough
Providence Seward 417 1st Avenue PO Box 365 Located in the Kenai [Seward AK ]99664 (907-224-5205 (7.4 122 0013.00
Medical & Care Center Peninsula Borough
Providence Valdez Medical |911 Meals Avenue PO Box 550 located in the Valdez |Valdez AK (99686 |907-835-2249 |7 261 0003.00
Center Cordova Census
Area
Sitka Community Hospital |209 Moller Avenue 209 Moller Avenue Located in the Village |Sitka AK [99835 |907-747-3241 |7 220 0001.00
of Sitka
South Peninsula Hospital |4300 Bartlett Street 4300 Bartlett Street Located in the Kenai [Homer AK 199603 [907-235-8101 (7.4 122 0010.00
Peninsula Borough
Wrangell Medical Center |310 Bennett Street PO Box 1081 Located in the Wrangell AK 199929 [907-874-7000 (10 280 0003.00
Wrangell Petersburg
Census Area
Providence Alaska Medical {3200 Providence Drive  [3200 Providence Drive |located in the Anchorage |AK [99508 |907-562-2211 |1 020 0016.02
Center Anchorage Borough
Alaska VA Healthcare 2925 Debarr Road 2925 Debarr Road located in the Anchorage |AK [99508 |907-257-5460 |1 020 0009.01
System Anchorage Borough
Atka Clinic on Atka Island, 1,200 air |PO Box 47047 Located in the Atka AK (99547 |907-839-2232 |10 0016 0001.00
miles southwest from Aleutian West
Anchorage and 350 miles Census Area
west of Unalaska. The
community lies at
approximately 52.196110°
North Latitude and -
174.200560° (West)
Longitude
Nikolski Clinic on Nikolski Bay, off the  |General Delivery Located in the Nikolski AK (99638 |907-576-2204 |10 016 0001.00
southwest end of Umnak Aleutian West
Island, one of the Fox Census Area
Islands. It lies 116 air
miles west of Unalaska,
and 900 air miles from
Anchorage. The
community lies at
approximately 52.938060°
North Latitude and -
168.867780° (West)
Longitude
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Oonalaska Wellness
Center

overlooks lliuliuk Bay and
Dutch Harbor on
Unalaska Island in the
Aleutian Chain. It lies 800
air miles from Anchorage,
a two- to three-hour flight,
and 1,700 miles
northwest of Seattle. The
name Dutch Harbor is
often applied to the
portion of the City on
Amaknak Island, which is
connected to Unalaska
Island by bridge. Dutch
Harbor is actually within
the boundaries of the City
of Unalaska. The comm

PO Box 1130

Located in the
Aleutian West
Census Area

Unalaska

AK

99685

907-581-2742

7

016

0002.00

St Paul Health Center

on a narrow peninsula on
the southern tip of St.
Paul Island, the largest of
five islands in the
Pribilofs. It lies 47 miles
north of St. George
Island, 240 miles north of
the Aleutian Islands, 300
miles west of the Alaska
mainland, and 750 air
miles west of Anchorage.
The community lies at
approximately 57.122220°
North Latitude and -
170.275000° (West)
Longitude

PO Box 148

Located in the
Aleutian West
Census Area

St Paul

AK

99660

907-546-2310

016

0002.00
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Organization Location Mailing Address Borough/Census City ST Zip Phone RUCA FIPS Census Tract
Chistochina Clinic (located |located at mile 32.7 on PO Box 357 Located in the Valdez(Gakona AK ]99586 [907-822-5399 (10 261 0001.00
in Chistochina) the Tok Cutoff to the Cordova Census

Glenn Highway, 42 miles Area in the Village of

northeast of Glennallen. Chistochina, there is

Sinona Creek, Bolder no postal code for

Creek, Chistochina River this village

and Copper River

surround the village. The

community lies at

approximately 62.565000°

North Latitude and -

144.664720° (West)

Longitude
Mentasta Clinic (located in |located 6 miles off the PO Box 6059 Located in the Valdex|Tok AK 199780 [907-291-2320 (10 261 0001.00
Mentasta) Tok-Slana Cutoff of the Cordova Census

Glenn Highway on the Area in the Village of

west side of Mentasta Mentasta, there is no

Pass, 38 miles southwest postal code for this

of Tok Junction. The village

community lies at

approximately 62.931550°

North Latitude and -

143.792730° (West)

Longitude
Alaska Island Community |located on the northwest [PO Box 1231 Located in the Wrangell AK (99929 |907-874-2373 |10 280 0003.00
Services tip of Wrangell Island, 155 Wrangell Petersburg

miles south of Juneau Census Area

and 89 miles northwest of

Ketchikan. It is near the

mouth of the Stikine

River, an historic trade

route to the Canadian

Interior. The community

lies at approximately

56.470830° North

Latitude and -

132.376670° (West)

Longitude
Bethel Family Clinic Tundra Street PO Box 1908 Located in the Bethel [Bethel AK |99559 [907-543-3773 |7 050 0002.00

Census Area
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Camai Community Health |on the north bank of the [PO Box 211 Located in the Bristol [Naknek AK 199633 [907-246-6155 (10 060 0001.00
Center, Inc Naknek River, at the Bay Borough

northeastern end of

Bristol Bay. It is 297 miles

southwest of Anchorage.

The community lies at

approximately 58.728330°

North Latitude and -

157.013890° (West)

Longitude
Central Peninsula Health  |395 Main Street Loop 395 Main Street Loop [Located in the Kenai |Kenai AK ]99611 (907-335-2022 |4 122 0006.00
Centers, Inc Peninsula Borough
Chitina Traditional Indian  |on the west bank of the [PO Box 31 Located in the Valdez|Chitina AK |99566 [907-823-2215 (10.3 261 0001.00

Village Clinic

Copper River at its
confluence with the
Chitina River, at mile 34
of the Edgerton Highway,
53 miles southeast of
Copper Center. It lies
outside the western
boundary of the Wrangell-
St. Elias National Park
and Preserve, 66 miles
southeast of Glennallen.
The community lies at
approximately 61.515830°
North Latitude and -
144.436940° (West)
Longitude.

Cordova Census
Area
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Dahl Memorial Clinic

90 miles northeast of
Juneau at the
northernmost end of Lynn
Canal, at the head of
Taiya Inlet. It lies 108
road miles south of
Whitehorse, just west of
the Canadian border at
British Columbia.lt lies at
approximately 59.458330°
North Latitude and -
135.313890° West
Longitude

PO Box 415

Located in the
Skagway Hoonah
Angoon Census Area

Skagway

AK

99840

907-983-2297

10

232

0001.00

Adak Medical Clinic

on Kuluk Bay on Adak
Island. It lies 1,300 miles
southwest of Anchorage
and 350 miles west of
Unalaska/Dutch Harbor,
in the Aleutian Island
Chain. Flight time to
Anchorage is three hours.
Adak is the southern-most
community in Alaska, on
the latitude of Vancouver
Island in Canada.

2105 Main Street

Located in the
Aleutian West
Census Area

Adak

AK

99546

907-592-8383

016

0001.00

King Cove Medical Clinic

on the south side of the
Alaska Peninsula, on a
sand spit fronting Deer
Passage and Deer Island.
It is 18 miles southeast of
Cold Bay and 625 miles
southwest of Anchorage.
The community lies at
approximately 55.061670°
North Latitude and -
162.310280° (West)
Longitude

100 Slocum Drive

Located in the
Aleutian East
Borough

King Cove

AK

99612

907-497-2311

013

0001.00

i6 of 62





Attachment 1

Organization

Location

Mailing Address

Borough/Census

City

ST Zip

Phone

RUCA

FIPS

Alaska eHealth Network
Participant List

Census Tract

False Pass Clinic

on the eastern shore of
Unimak Island on a strait
connecting the Pacific
Gulf of Alaska to the
Bering Sea. It is 646 air
miles southwest of
Anchorage. The city owns
approximately 66 square
miles of land and water.
The community lies at
approximately 54.853940°
North Latitude and -
163.408830° (West)
Longitude

49 Main Street

Located in the
Aleutian East
Borough

False Pass

AK 199583

907-548-2241

10

013

0001.00

Nelson Lagoon Clinic

on the northern coast of
the Alaska Peninsula, on
a narrow sand spit that
separates the lagoon from
the Bering Sea. It is 580
miles southwest of
Anchorage. The
community lies at
approximately 56.001940°
North Latitude and -
161.202780° (West)
Longitude

40 Main Street

Located in the
Aleutian East
Borough

Nelson
Lagoon

AK 199571

907-989-2202

013

0001.00

Anesia Kudrin MC - Akutan
Clinic

on Akutan Island in the
eastern Aleutians, one of
the Krenitzin Islands of
the Fox Island group. It is
35 miles east of
Unalaska, and 766 air
miles southwest of
Anchorage. The
community lies at
approximately 54.135560°
North Latitude and -
165.773060° (West)
Longitude

113 Main Street

Located in the
Aleutian East
Borough

Akutan

AK 199553

907-698-2208

013

0001.00
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Anna Livingston MC - Cold
Bay Clinic

in the 1zembek National
Wildlife Refuge at the
western end of the Alaska
Peninsula. It lies 634
miles southwest of
Anchorage, and 180 miles|
northeast of Unalaska.
The community lies at
approximately 55.185830°
North Latitude and -
162.721110° (West)
Longitude

65 Main Street

Located in the
Aleutian East
Borough

Cold Bay

AK 199571

907-532-2000

10

013

0001.00

Sand Point Medical Clinic

on Humboldt Harbor on
Popof Island, off the
Alaska Peninsula, 570 air
miles from Anchorage.
The community lies at
approximately 55.339720°
North Latitude and -
160.497220° (West)
Longitude

172 Red Cove Road

Located in the
Aleutian East
Borough

Sand Point

AK 199661

907-383-3151

013

0001.00

Whittier Medical Clinic

on the northeast shore of
the Kenai Peninsula, at
the head of Passage
Canal. It is on the west
side of Prince William
Sound, 60 miles
southeast of Anchorage.
The community lies at
approximately 60.773060°
North Latitude and -
148.683890° (West)
Longitude

Box 727

Located in the Valdez
Cordova Census
Area

Whittier

AK 199693

907-472-2303

261

0003.00
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Yukon Flats Health Center

at the confluence of the
Yukon River and the
Porcupine River, about
145 air miles northeast of
Fairbanks. The
community lies at
approximately 66.564720°
North Latitude and -
145.273890° (West)
Longitude

Box 309

Located in the Yukon
Koyukuk Census
Area

Fort Yukon

AK 199740

907-662-2460

290

0001.00

Arctic Village Clinic

on the east fork of the
Chandalar River, 100
miles north of Fort Yukon
and 290 miles north of
Fairbanks. The
community lies at
approximately 68.126940°
North Latitude and -
145.537780° (West)
Longitude

P.O. Box 22050

Located in the Yukon
Koyukuk Census
Area

Arctic Village

AK 199722

907-587-5229

290

0001.00

Beaver Village Clinic

on the north bank of the
Yukon River,
approximately 60 air miles|
southwest of Fort Yukon
and 110 miles north of
Fairbanks. It lies in the
Yukon Flats National
Wildlife Refuge. The
community lies at
approximately 66.359440°
North Latitude and -
147.396390° (West)
Longitude

P.O. Box 24030

Located in the Yukon
Koyukuk Census
Area

Beaver

AK 199724

907-628-6228

290

0001.00

i9 of 62





Attachment 1 Alaska eHealth Network
Participant List

Organization Location Mailing Address Borough/Census City ST Zip Phone RUCA FIPS Census Tract
Birch Creek Health Clinic |at the confluence of the [P.O. Box KBC Located in the Yukon [Fort Yukon |AK (99740 |907-221-2537 |10 290 0001.00

Yukon River and the Koyukuk Census

Porcupine River, about Area

145 air miles northeast of

Fairbanks. The

community lies at

approximately 66.564720°

North Latitude and -

145.273890° (West)

Longitude
Circle Village Clinic on the south bank of the [General Delivery Located in the Yukon |Circle AK ]99733 [907-773-7425 (10 290 0001.00

Yukon River at the edge Koyukuk Census

of the Yukon Flats, 160 Area

miles northeast of

Fairbanks
Myra Roberts Clinic on the north side of the  [P.O. Box 81060 Located in the Yukon [Venetie AK ]99781 [907-849-8712 (10 290 0001.00

Chandalar River, 45 miles Koyukuk Census

northwest of Fort Yukon. Area

The community lies at

approximately 67.013890°

North Latitude and -

146.418610° (West)

Longitude
Edgar Nollner Health on the north bank of the |PO Box 77 Located in the Yukon |Galena AK (99741 |907-656-1301 |10 290 0003.00
Center Yukon River, 45 miles Koyukuk Census

east of Nulato and 270 air Area

miles west of Fairbanks. It

lies northeast of the

Innoko National Wildlife

Refuge. The community

lies at approximately

64.733330° North

Latitude and -

156.927500° (West)

Longitude
llanka Community Health |508 Chase Avenue PO Box 1388 Located in the Valdez|Cordova AK ]99574 [907-424-7738 (10 261 0002.00
Center Cordova Census

Area
Anchorage Neighborhood [903 West Northern Lights [903 West Northern located in the Anchorage |[AK [99503 [907-791-6528 |1 020 0014.00
Health Center Blvd, Ste 300 Lights Blvd, Ste 300 Anchorage Borough
Interior Community Health [1606 23rd Avenue 1606 23rd Avenue Located in the Fairbanks [AK |99701 |[907-455-4567 |4 090 0003.00
Center Fairbanks North Star
Borough
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Kodiak Community Health
Center

1911 East Rezanof Drive

1911 East Rezanof
Drive

Located in the Village
of Kodiak

Kodiak

AK

99615

907-481-2472

150

0002.00

Maniilag Medical Health
Center (PHN site)

436 5th Avenue

PO Box 43

Located in the Village
of Kotzebue

Kotzebue

AK

99752

907-442-3321

188

0002.00

Ambler Clinic

on the north bank of the
Kobuk River, near the
confluence of the Ambler
and the Kobuk Rivers. It
lies 45 miles north of the
Arctic Circle. Itis 138
miles northeast of
Kotzebue, 30 miles
northwest of Kobuk and
30 miles downriver from
Shungnak. The
community lies at
approximately 67.086110°
North Latitude and -
157.851390° (West)
Longitude

PO Box 110

Located in the
Northwest Arctic
Borough

Ambler

AK

99786

907-445-2129

188

0001.00

Buckland Clinic

on the west bank of the
Buckland River, about 75
miles southeast of
Kotzebue. The communityj}
lies at approximately
65.979720° North
Latitude and -
161.123060° (West)
Longitude

PO Box 9

Located in the
Northwest Arctic
Borough

Buckland

AK

99727

907-494-2122

10.6

188

0001.00

Deering Clinic

on Kotzebue Sound at the
mouth of the Inmachuk
River, 57 miles southwest
of Kotzebue. It is built on
a flat sand and gravel spit
300 feet wide and a half-
mile long. The community
lies at approximately
66.074970° North
Latitude and -
162.712740° (West)
Longitude

PO Box 23

Located in the
Northwest Arctic
Borough

Deering

AK

99736

907-363-2137

10.6

188

0001.00
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Kiana Health Clinic

on the north bank of the
Kobuk River, 57 air miles
east of Kotzebue. The
community lies at
approximately 66.975000°
North Latitude and -
160.422780° (West)
Longitude

PO Box 130

Located in the
Northwest Arctic
Borough

Kiana

AK 199749

907-475-2199

10.6

188

0001.00

Kivalina Clinic

at the tip of an 8-mile
barrier reef located
between the Chukchi Sea
and Kivalina River. It lies
80 air miles northwest of
Kotzebue. The communityj}
lies at approximately
67.726940° North
Latitude and -
164.533330° (West)
Longitude

PO Box 8

Located in the
Northwest Arctic
Borough

Kivalina

AK 199750

907-645-2141

10.6

188

0001.00

Kobuk Clinic

on the right bank of the
Kobuk River, about 7
miles northeast of
Shungnak and 128 air
miles northeast of
Kotzebue. It is the
smallest village in the
Northwest Arctic Borough.
The community lies at
approximately 66.908570°
North Latitude and -
156.881020° (West)
Longitude

PO Box 3

Located in the
Northwest Arctic
Borough

Kobuk

AK 199751

907-948-2218

10.6

188

0001.00
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Noatak Clinic

on the west bank of the
Noatak River, 55 miles
north of Kotzebue and 70
miles north of the Arctic
Circle. This is the only
settlement on the 396
mile-long Noatak River,
just west of the 66-million
acre Noatak National
Preserve. The community
lies at approximately
67.571110° North
Latitude and -
162.965280° (West)
Longitude

PO Box 90

Located in the
Northwest Arctic
Borough

Noatak

AK

99761

907-485-2162

10.6

188

0001.00

Noorvik Clinic

on the right bank of the
Nazuruk Channel of the
Kobuk River, 33 miles
northwest of Selawik and
45 miles east of
Kotzebue. The village is
downriver from the 1.7-
million acre Kobuk Valley
National Park. The
community lies at
approximately 66.838330°
North Latitude and -
161.032780° (West)
Longitude

PO Box 189

Located in the
Northwest Arctic
Borough

Noorvik

AK

99763

907-636-2103

10.6

188

0001.00
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Selawik Clinic

at the mouth of the
Selawik River where it
empties into Selawik
Lake, about 90 miles east
of Kotzebue. It lies 670
miles northwest of
Anchorage. The City is
near the Selawik National
Wildlife Refuge, a key
breeding and resting spot
for migratory waterfowl.
The community lies at
approximately 66.603890°
North Latitude and -
160.006940° (West)
Longitude

PO Box 180

Located in the
Northwest Arctic
Borough

Selawik

AK

99770

907-484-2199

10.6

188

0001.00

Shungnak Clinic

on the west bank of the
Kobuk River about 150
miles east of Kotzebue.
The original settlement
was 10 miles further
upstream at Kobuk. The
community lies at
approximately 66.888060°
North Latitude and -
157.136390° (West)
Longitude

PO Box 80

Located in the
Northwest Arctic
Borough

Shungnak

AK

99773

907-437-2138

10.6

188

0001.00

Kanakanak Hospital

6000 Kanaknak Road

PO Box 130

Located in the
Dillingham Census
Area

Dillingham

AK

99576

907-842-5201

070

0002.00

Aleknagik Clinic

at the head of Wood
River on the southeast
end of Lake Aleknagik, 16
miles northwest of
Dillingham. The
community lies at
approximately 59.273060°
North Latitude and -
158.617780° (West)
Longitude

PO Box 73

Located in the
Dillingham Census
Area

Aleknagik

AK

99555

907-842-5512

070

0001.00
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Chignik Bay Subregional |on Anchorage Bay on PO Box 90 Located in the Lake [Chignik AK ]99576 [907-749-2282 (10 164 0001.00
Clinic south shore of the Alaska and Peninsula
Peninsula. It lies 450 Borough

miles southwest of
Anchorage and 260 miles
southwest of Kodiak. The
community lies at
approximately 56.295280°
North Latitude and -
158.402220° (West)

Longitude

Chignik Lagoon Clinic on the south shore of the |PO Box 24 Located in the Lake [Chignik AK ]99565 [907-840-2218 (10 164 0001.00
Alaska Peninsula, 450 and Peninsula Lagoon
miles southwest of Borough

Anchorage. It lies 180 air
miles south of King
Salmon, 8.5 miles west of
Chignik and 16 miles east
of Chignik Lake. The
community lies at
approximately 56.309950°
North Latitude and -
158.531420° (West)

Longitude

Chignik Lake Clinic on the south side of the |PO Box 24 Located in the Lake [Chignik Lake|AK (99548 |907-845-2236 |10 164 0001.00
Alaska Peninsula next to and Peninsula
the body of water of the Borough

same name. It lies 13
miles from Chignik, 265
miles southwest of Kodiak
and 474 miles southwest
of Anchorage. The
community lies at
approximately 56.255370°
North Latitude and -
158.761750° (West)
Longitude
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Clarks Point Clinic

on a spit on the
northeastern shore of
Nushagak Bay, 15 miles
from Dillingham and 337
miles southwest of
Anchorage. The
community lies at
approximately 58.844170°
North Latitude and -
158.550830° (West)
Longitude

PO Box 49

Located in the
Dillingham Census
Area

Clarks Point

AK 199569

907-236-1232

070

0001.00

Egegik Clinic

on the south bank of the
Egegik River on the
Alaska Peninsula, 100
miles southwest of
Dillingham and 326 air
miles southwest of
Anchorage. The
community lies at
approximately 58.215560°
North Latitude and -
157.375830° (West)
Longitude

PO Box 114

Located in the Lake
and Peninsula
Borough

Egegik

AK 199579

907-233-2229

164

0001.00

Ekwok Clinic

along the Nushagak
River, 43 miles northeast
of Dillingham, and 285
miles southwest of
Anchorage. The
community lies at
approximately 59.349720°
North Latitude and -
157.475280° (West)
Longitude

1/8 MI NE of Airport

Located in the
Dillingham Census
Area

Ekwok

AK 199580

907-464-3322

070

0001.00
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Goodnews Bay Clinic

on the north shore of
Goodnews Bay at the
mouth of Goodnews
River. It is 116 air miles
south of Bethel, 110 miles
northwest of Dillingham
and 400 miles west of
Anchorage. The
community lies at
approximately 59.118890°
North Latitude and -
161.587500° (West)
Longitude

General Delivery

Located in the Bethel
Census Area

Goodnews
Bay

AK

99589

907-967-8128

050

0001.00

Igiugig Bay Health Clinic

on the south shore of the
Kvichak River, which
flows from lliamna Lake,
on the Alaska Peninsula.
It is 50 air miles northeast
of King Salmon and 48
miles southwest of
lliamna. The community
lies at approximately
59.327780° North
Latitude and -
155.894720° (West)
Longitude

PO Box 4030

Located in the Lake
and Peninsula
Borough

lgiugig

AK

99613

907-533-3207

164

0001.00

lliamna Clinic

on the northwest side of
lliamna Lake, 225 miles
southwest of Anchorage.
It is near the Lake Clark
Park and Preserve. The
community lies at
approximately 59.754720°
North Latitude and -
154.906110° (West)
Longitude

#2 Road House Strip

Located in the Lake
and Peninsula
Borough

lliamna

AK

99606

907-571-1383

164

0001.00
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King Salmon Clinic

on the north bank of the
Naknek River on the
Alaska Peninsula, about
15 miles upriver from
Naknek. It is 284 miles
southwest of Anchorage.
The community lies at
approximately 58.688330°
North Latitude and -
156.661390° (West)
Longitude

PO Box 357

Located in the Bristol
Bay Borough

King Salmon

AK 199613

907-246-3322

070

0001.00

Kokhanok Clinic

on the south shore of
lliamna Lake, 22 miles
south of lliamna and 88
miles northeast of King
Salmon. The community
lies at approximately
59.441600° North
Latitude and -
154.755140° (West)
Longitude

General Delivery

Located in the Lake
and Peninsula
Borough

Kokhanok

AK 199606

907-282-2203

164

0001.00

Koliganek Clinic

on the left bank of the
Nushagak River, and lies
65 miles northeast of
Dillingham. The village
hopes to get its own zip
code. It currently shares
one with Dillingham. The
community lies at
approximately 59.728610°
North Latitude and -
157.284440° (West)
Longitude

General Delivery

Located in the
Dillingham Census
Area

Koliganek

AK 199576

907-596-3431

070

0001.00
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Levelock Clinic

on the west bank of the
Kvichak River, 10 miles
inland from Kvichak Bay.
It lies 40 miles north of
Naknek and 278 air miles
southwest of Anchorage.
It is located near the
Alagnak Wild and Scenic
River Corridor. The
community lies at
approximately 59.115000°
North Latitude and -
156.856670° (West)
Longitude

PO Box 49

Located in the Lake
and Peninsula
Borough

Levelock

AK 199625

907-287-3011

10

164

0001.00

Manokotak Clinic

25 miles southwest of
Dillingham on the Igushik
River. It lies 347 miles
southwest of Anchorage.
The community lies at
approximately 58.981390°
North Latitude and -
159.058330° (West)
Longitude

General Delivery

Located in the
Dillingham Census
Area

Manokotak

AK 199628

907-289-1077

070

0001.00

Naknek Clinic

on the north bank of the
Naknek River, at the
northeastern end of
Bristol Bay. It is 297 miles
southwest of Anchorage.
The community lies at
approximately 58.728330°
North Latitude and -
157.013890° (West)
Longitude

PO Box 192

Located in the Bristol
Bay Borough

Naknek

AK 199633

907-246-4214

060

0001.00
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New Stuyahok Clinic

on the Nushagak River,
about 12 miles upriver
from Ekwok and 52 miles
northeast of Dillingham.
The village has been
constructed at two
elevations -- one 25 feet
above river level, and one
about 40 feet above river
level. The community lies
at approximately
59.452780° North
Latitude and -
157.311940° (West)
Longitude

109 Main Street

Located in the
Dillingham Census
Area

New
Stuyahok

AK 199636

907-693-3131

070

001.00

Newhalen Clinic

on the north shore of
lliamna Lake at the mouth
of Newhalen River, 5
miles south of lliamna and
320 miles southwest of
Anchorage. The
community lies at
approximately 59.720000°
North Latitude and -
154.897220° (West)
Longitude

PO Box 227

Located in the Lake
and Peninsula
Borough

Newhalen

AK 199606

907-571-1231

134

0001.00

Nondalton Clinic

on the west shore of Six
Mile Lake, between Lake
Clark and lliamna Lake,
190 miles southwest of
Anchorage. The
community lies at
approximately 59.971850°
North Latitude and -
154.847790° (West)
Longitude

PO Box 69

Located in the Lake
and Peninsula
Borough

Nondalton

AK 199640

907-294-2238

164

0001.00
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Pedro Bay Clinic at the east end of lliamna |302 Commercial Drive |Located in the Lake |Pedro Bay [AK ]99647 ([907-850-2229 (10 164 001.00
Lake, at the head of and Peninsula
Pedro Bay, 176 air miles Borough

southwest of Anchorage
on the Alaska Peninsula.
The community lies at
approximately 59.787220°
North Latitude and -
154.106110° (West)

Longitude

Perryville Clinic on the south coast of the |PO Box 78 Located in the Lake [Perryville AK 199648 [907-853-2202 (10 164 0001.00
Alaska Peninsula, 275 and Peninsula
miles southwest of Kodiak Borough

and 500 miles southwest
of Anchorage. The
community lies at
approximately 55.912780°
North Latitude and -
159.145560° (West)

Longitude

Pilot Point Clinic on the northern coast of |PO Box 416 Located in the Lake |Pilot Point |AK [99649 |907-797-2212 |10 164 0001.00
the Alaska Peninsula, on and Peninsula
the east shore of Ugashik Borough

Bay. The community lies
84 air miles south of King
Salmon and 368 air miles
southwest of Anchorage.
The community lies at
approximately 57.564170°
North Latitude and -
157.579170° (West)
Longitude
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Platinum Clinic

on the Bering Sea coast,
below Red Mountain on
the south spit of
Goodnews Bay. It lies 11
miles from Goodnews
Bay and 123 miles
southwest of Bethel. It is
440 miles west of
Anchorage. The
community lies at
approximately 59.013060°
North Latitude and -
161.816390° (West)
Longitude

General Delivery

Located in the Bethel
Census Area

Platinum

AK

99651

907-979-8314

050

0001.00

Port Heiden clinic

424 miles southwest of
Anchorage, at the mouth
of the Meshik River on the|
north side of the Alaska
Peninsula. It lies near the
Aniakchak National
Preserve and Monument.
The community lies at
approximately 56.948390°
North Latitude and -
158.629020° (West)
Longitude

General Delivery

Located in the Lake
and Peninsula
Borough

Port Heiden

AK

99549

907-837-2208

164

0001.00

South Naknek Clinic

on the south bank of the
Naknek River on the
Alaska Peninsula, 297
miles southwest of
Anchorage. It lies just
west of the Katmai
National Park and
Preserve. The community
lies at approximately
58.715560° North
Latitude and -
156.998060° (West)
Longitude

PO Box 70081

Located in the Bristol
Bay Borough

South
Naknek

AK

99670

907-246-6546

060

0001.00
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Togiak Health Clinic

at the head of Togiak
Bay, 67 miles west of
Dillingham. It lies in
Togiak National Wildlife
Refuge, and is the
gateway to Walrus Island
Game Sanctuary. The
community lies at
approximately 59.061940°
North Latitude and -
160.376390° (West)
Longitude

General Delivery

Located in the
Dillingham Census
Area

Togiak

AK |99678-
0128

907-493-5511

070

0001.00

Bartlett Regional Hospital

3260 Hospital Drive

3260 Hospital Drive

Located in the
Juneau Borough

Juneau

AK 199801

907-796-8900

110

0004.00

Twin Hills Clinic

near the mouth of the
Twin Hills River, a
tributary of the Togiak
River, 386 miles
southwest of Anchorage.
The community lies at
approximately 59.079170°
North Latitude and -
160.275000° (West)
Longitude

101 Twin Hills

Located in the
Dillingham Census
Area

Twin Hills

AK 199678

907-525-4326

070

0001.00

Arch Priest Nicholas
Kompkof Clinic

on Evans Island at Crab
Bay, 42 miles southeast
of Whittier in Prince
William Sound. Itis 104
air miles southeast of
Anchorage and 50 miles
east of Seward. The
community lies at
approximately 60.065710°
North Latitude and -
148.010380° (West)
Longitude

PO Box 8029

Located in the Valdez

Cordova Census
Area

Chenega
Bay

AK 99574

907-573-5129

261

0003.00
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Nanwalek Clinic

at the southern tip of the
Kenai Peninsula, 10 miles
southwest of Seldovia
and east of Port Graham.
The community lies at
approximately 59.356390°
North Latitude and -
151.920830° (West)
Longitude

PO Box 8023

Located in the Kenai
Peninsula Borough

Nanwalek

AK 199603

907-281-2251

7.4

122

0012.00

Anesia Anahonak Moonin
Clinic

at the southern end of the
Kenai Peninsula on the
shore of Port Graham. It
is adjacent to Nanwalek,
7.5 miles southwest of
Seldovia and 28 air miles
from Homer. The
community lies at
approximately 59.351390°
North Latitude and -
151.829720° (West)
Longitude

PO Box 5530

Located in the Kenai
Peninsula Borough

Port Graham

AK 199603

907-284-2241

10

122

0012.00

North Star Health Clinic

3rd & Madison

201 Third Avenue, PO

Box 2088

Located in the Kenai
Peninsula Borough

Seward

AK 199664

907-224-3490

7.4

122

0013.00

Tatitlek Clinic

on the northeast shore of
Tatitlek Narrows, on the
Alaska Mainland in Prince
William Sound. It lies
southwest of Valdez by
sea near Bligh Island, and
30 air miles northwest of
Cordova. The community
lies at approximately
60.864720° North
Latitude and -
146.678610° (West)
Longitude

PO Box 172

Located in the Valdez
Cordova Census

Area

Tatitlek

AK 99677

907-325-2235

261

0003.00

Mat-Su Health Services

1363 West Spruce

1363 West Spruce

Located in the

Matanuska Susitna

Borough

Wasilla

AK 199654

907-376-2411

7.1

170

0007.00
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Native Village of Eklutna
Clinic

26339 Eklutna Road

PO Box 670666

located in the

Anchorage Borough

Chugiak

AK

99567

907-688-6020

020

0001.01

Norton Sound Health
Corporation

306 West 5th Avenue

306 West 5th Avenue

Located in the Nome

Census Area

Nome

AK

99762

907-443-3311

180

0002.00

Brevig Mission Clinic

at the mouth of Shelman
Creek on Port Clarence, 5
miles northwest of Teller
and 65 miles northwest of
Nome. The community
lies at approximately
65.334720° North
Latitude and -
166.489170° (West)
Longitude

PO Box 85058

Located in the Nome

Census Area

Brevig
Mission

AK

99785

907-642-4311

10

180

0001.00

Elim Clinic

on the northwest shore of
Norton Bay on the
Seward Peninsula, 96
miles east of Nome. It lies
460 miles northwest of
Anchorage. The
community lies at
approximately 64.617500°
North Latitude and -
162.260560° (West)
Longitude

PO Box 69

Located in the Nome

Census Area

Elim

AK

99739

907-890-3311

10

180

0001.00

Gambell Clinic

on the northwest cape of
St. Lawrence Island, 200
miles southwest of Nome,
in the Bering Sea. The
City is 36 miles from the
Chukotsk Peninsula,
Siberia. The community
lies at approximately
63.779720° North
Latitude and -
171.741110° (West)
Longitude

PO Box 190

Located in the Nome

Census Area

Gambell

AK

99742

907-985-5012

10

180

0001.00
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Golovin Clinic

on a point of land
between Golovnin Bay
and Golovnin Lagoon on
the Seward Peninsula. It
is 70 miles east of Nome.
The community lies at
approximately 64.543330°
North Latitude and -
163.029170° (West)
Longitude

PO Box 62039

Located in the Nome
Census Area

Golovin

AK

99762

907-779-3311

180

0001.00

Koyuk Clinic

at the mouth of the Koyuk
River, at the northeastern
end of Norton Bay on the
Seward Peninsula, 90 air
miles northeast of Nome.
The community lies at
approximately 64.931940°
North Latitude and -
161.156940° (West)
Longitude

PO Box 70

Located in the Nome
Census Area

Koyuk

AK

99753

907-963-3311

180

0001.00

Diomede Clinic

on the west coast of Little
Diomede Island in the
Bering Straits, 135 miles
northwest of Nome. It is
only 2.5 miles from Big
Diomede Island, Russia,
and the international
boundary lies between
the two islands. The
community lies at
approximately 65.758611°
North Latitude and -
168.953056° (West)
Longitude

PO Box 7059

Located in the Nome
Census Area

Little
Diomede

AK

99762

907-686-3311

180

0001.00
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Saint Michael Clinic

on the east coast of St.
Michael Island in Norton
Sound. It lies 125 miles
southeast of Nome and
48 miles southwest of
Unalakleet. The
community lies at
approximately 63.478060°
North Latitude and -
162.039170° (West)
Longitude

PO Box 94

Located in the Nome
Census Area

St Michael

AK 199659

907-923-3311

180

0001.00

Savoonga Clinic

on the northern coast of
St. Lawrence Island in the
Bering Sea, 164 miles
west of Nome. It lies 39
miles southeast of
Gambell. The community
lies at approximately
63.694170° North
Latitude and -
170.478890° (West)
Longitude

PO Box 151

Located in the Nome
Census Area

Savoonga

AK 199769

907-984-6513

180

0001.00

Shaktoolik Clinic

on the east shore of
Norton Sound. It lies 125
miles east of Nome and
33 miles north of
Unalakleet. The
community lies at
approximately 64.333890°
North Latitude and -
161.153890° (West)
Longitude

PO Box 9

Located in the Nome
Census Area

Shaktoolik

AK 99771

907-955-3311

180

0001.00
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Katherine Miksruaq Olanna
HC - Shishmaref

on Sarichef Island, in the
Chukchi Sea, just north of
Bering Strait. Shishmaref
is five miles from the
mainland, 126 miles north
of Nome and 100 miles
southwest of Kotzebue.
The village is surrounded
by the 2.6 million-acre
Bering Land Bridge
National Reserve. It is
part of the Beringian
National Heritage Park,
endorsed by Presidents
Bush and Gorbachev in
1990. The community lies
at approximately
66.256670° North
Latitude and -
166.071940° (West)
Longitude

PO Box 133

Located in the Nome
Census Area

Shishmaref

AK 99772

907-649-2127

10

180

0001.00

Stebbins Clinic

on the northwest coast of
St. Michael Island, on
Norton Sound. It lies 8
miles north of St. Michael
and 120 miles southeast
of Nome. The community
lies at approximately
63.522220° North
Latitude and -
162.288060° (West)
Longitude

PO Box 50

Located in the Nome
Census Area

Stebbins

AK 199671

907-934-3311

180

0001.00

Teller Clinic

on a spit between Port
Clarence and Grantley
Harbor, 72 miles
northwest of Nome, on
the Seward Peninsula.
The community lies at
approximately 65.263610°
North Latitude and -
166.360830° (West)
Longitude

PO Box 545

Located in the Nome
Census Area

Teller

AK 99778

907-642-3311

180

0001.00
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Euksavik Clinic - on Norton Sound atthe PO Box 189 Located in the Nome [Unalakleet |AK (99684 |907-624-3535 |10 180 0001.00
Unalakleet Clinic mouth of the Unalakleet Census Area
River, 148 miles
southeast of Nome and
395 miles northwest of
Anchorage. The
community lies at
approximately 63.873060°
North Latitude and -
160.788060° (West)
Longitude
Wales Clinic on Cape Prince of Wales, [PO Box 530 Located in the Nome |Wales AK ]99783 [907-664-3311 (10 180 0001.00
at the western tip of the Census Area
Seward Peninsula, 111
miles northwest of Nome.
The community lies at
approximately 65.609170°
North Latitude and -
168.087500° (West)
Longitude
White Mountain Clinic on the west bank of the |PO Box 29 Located in the Nome |White AK ]99784 [907-638-3311 (10 180 0001.00
Fish River, near the head Census Area Mountain
of Golovin Lagoon, on the
Seward Peninsula. It is 63
miles east of Nome. The
community lies at
approximately 64.681390°
North Latitude and -
163.405560° (West)
Longitude
Seldovia Village Tribe SVT |880 East End Road 880 East End Road Located in the Kenai [Homer AK ]99603 [907-234-7898 (7.4 122 0012.00
Health Center Peninsula Borough
South Central Foundation 4501 Diplomacy Drive 4501 Diplomacy Drive (located in the Anchorage |[AK [99508 [907-729-4237 |1 020 0016.02
Anchorage Borough
Mt. Edgecumbe Hospital (222 Tongass Drive 222 Tongass Drive Located in the Sitka |Sitka AK [99835 |907-966-8465 |7 220 0002.00
Borough
Ethel Lund Medical Center |1200 Salmon Creek Lane {1200 Salmon Creek Located in the Juneau AK [99801 |907-463-3471 |4 110 0005.00
Lane Juneau Borough
Front Street Clinic 225 Front Street 225 Front Street Located in the Juneau AK ]99801 (907-463-4201 |4 110 0005.00
Borough of Juneau
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Alicia Roberts MC -
Klawock Clinic

on the west coast of
Prince of Wales Island,
on Klawock Inlet, across
from Klawock Island. It is
7 miles road north of
Craig, 24 road miles from
Hollis, and 56 air miles
west of Ketchikan. The
community lies at
approximately 55.552220°
North Latitude and -
133.095830° (West)
Longitude

PO Box 69

Located in the Prince
of Wales Outer
Ketchikan Census
Area

Klawock

AK 199925

907-755-4800

10

201

0002.00

Angoon Clinic

on Admiralty Island,
located on the southwest
coast at Kootznahoo Inlet.
Angoon is 55 miles
southwest of Juneau and
41 miles northeast of
Sitka. The community lies
at approximately
57.503330° North
Latitude and -
134.583890° (West)
Longitude

PO Box 27

Located in the
Skagway Hoonah
Angoon Census Area

Angoon

AK 199820

907-788-3633

10.2

232

0003.00
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Haines Medical Clinic

on the western shore of
Lynn Canal, between the
Chilkoot and Chilkat
Rivers. It is 80 air miles
northwest of Juneau, just
south of the Canadian
border at British
Columbia, and 600 air
miles southeast of
Anchorage and
Fairbanks. By road, it is
775 miles from
Anchorage. The
community lies at
approximately 59.235830°
North Latitude and -
135.445000° (West)
Longitude

PO Box 1549

Located in the Haines
Borough

Haines

AK 199827

907-766-2521

10

100

0001.00

Hydaburg Clinic

on the southwest coast of
Prince of Wales Island,
45 air miles northwest of
Ketchikan. It lies 36 road
miles west of Hollis, site
of the State Ferry landing.
The community lies at
approximately 55.208060°
North Latitude and -
132.826670° (West)
Longitude

PO Box 333

Located in the
Ketchikan Gateway
Borough

Hydaburg

AK 199922

907-285-3462

201

0001.00
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Klukwan Clinic

on the western shore of
Lynn Canal, between the
Chilkoot and Chilkat
Rivers. It is 80 air miles
northwest of Juneau, just
south of the Canadian
border at British
Columbia, and 600 air
miles southeast of
Anchorage and
Fairbanks. By road, it is
775 miles from
Anchorage. The
community lies at
approximately 59.235830°
North Latitude and -
135.445000° (West)
Longitude

PO Box 690

Located in the Haines
Borough

Haines

AK 199827

907-767-5592

10

100

0001.00

Kake Health Center

on the northwest coast of
Kupreanof Island along
Keku Strait, 38 air miles
northwest of Petersburg,
and 95 air miles
southwest of Juneau. The
community lies at
approximately 56.975830°
North Latitude and -
133.947220° (West)
Longitude

PO Box 605

Located in the
Wrangell Petersburg
Census Area

Kake

AK 199830

907-785-3333

280

0001.00
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Kasaan Clinic

on the southwestern
coast of Revillagigedo
Island, opposite Gravina
Island, near the southern
boundary of Alaska. It is
679 miles north of Seattle
and 235 miles south of
Juneau. The 2.2 million
acre Misty Fiords National
Monument lies 22 air
miles east of Ketchikan. It
is the first Alaska port of
call for northbound cruise
ships and State ferries.
The community lies at
approximately 55.342220°
North Latitude and -
131.646110° (West)
Longitude

PO Box KXA

Located in the
Ketchikan Gateway
Borough

Ketchikan

AK

99950

907-542-2212

7

130

0002.00

Pelican Health Center

on the northwest coast of
Chichagof Island on
Lisianski Inlet. It lies 80
miles north of Sitka and
70 miles west of Juneau.
Most of the community is
built on pilings over the
tidelands. The community
lies at approximately
57.960830° North
Latitude and -
136.227500° (West)
Longitude

Box 101

Located in the Sitka
Borough

Pelican

AK

99832

907-735-2250

232

0003.00

Juneau Health Clinic -
SEARHC

3245 Hospital Dr.

3245 Hospital Dr.

Located in the
Juneau Borough

Juneau

AK

99801

907-463-4012

110

0004.00
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Thorne Bay Health Center

47 air miles northwest of
Ketchikan on the east
coast of Prince of Wales
Island. On the Island road
system, it lies 60 miles
from Hollis and 36 miles
east of the Klawock
Junction. The community
lies at approximately
55.687780° North
Latitude and -
132.522220° (West)
Longitude

120 Freeman

Located in the
Ketchikan Gateway
Borough

Thorne Bay

AK

99919

907-828-8848

201

0001.00

Sunshine Community
Health Center

at the junction of the
Talkeetna and Susitna
Rivers, it lies 115 miles
north of Anchorage at
mile 226.7 of the Alaska
Railroad. The paved
Talkeetna Spur Road
runs 14 miles east off the
George Parks Highway,
at Milepost 98.7. The
community lies at
approximately 62.323890°
North Latitude and -
150.109440° (West)
Longitude

PO Box 787

Located in the
Matanuska Susitna
Borough

Talkeetna

AK

99676

907-733-2273

10.4

170

0001.00

Akhiok Clinic

at the southern end of
Kodiak Island at Alitak
Bay. It lies 80 miles
southwest of the City of
Kodiak, and 340 miles
southwest of Anchorage.
The community lies at
approximately 56.945560°
North Latitude and -
154.170280° (West)
Longitude

125 Airport Way

Located in the Kodiak
Island Borough

Akhiok

AK

99615

907-836-2230

150

0001.00
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Larsen Bay Clinic on Larsen Bay, on the 10 3rd Street Located in the Kodiak|Larsen Bay |AK [99624 |907-847-2208 |8 150 0001.00
northwest coast of Kodiak Island Borough

Island. It is 60 miles
southwest of the City of
Kodiak and 283 miles
southwest of Anchorage.
The community lies at
approximately 57.538540°
North Latitude and -
153.978440° (West)

Longitude
Old Harbor Clinic on the southeast coast of |600 Birch Street Located in the Kodiak|Old Harbor [AK [99643 |907-286-2205 |8 150 0001.00
Kodiak Island, 70 miles Island Borough

southwest of the City of
Kodiak and 322 miles
southwest of Anchorage.
The community lies at
approximately 57.202780°
North Latitude and -
153.303890° (West)

Longitude
Quzinkie Clinic on the west coast of 3rd 7C Street Located in the Kodiak|Ouzinkie AK [99550 |907-680-2265 |8 150 0001.00
Spruce Island, adjacent to Island Borough

Kodiak Island. It lies
northwest of the City of
Kodiak and 247 air miles
southwest of Anchorage.
The community lies at
approximately 57.923610°
North Latitude and -
152.502220° (West)
Longitude
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Port Lions Clinic

in Settler Cove, on the
north coast of Kodiak
Island, 247 air miles
southwest of Anchorage.
The community lies at
approximately 57.867500°
North Latitude and -
152.882220° (West)
Longitude

501 Molina Street

Located in the Kodiak
Island Borough

Port Lions

AK

99550

907-454-2275

150

0001.00

Karluk Clinic

on the west coast of
Kodiak Island, on the
Karluk River, 88 air miles
southwest of Kodiak and
301 miles southwest of
Anchorage. The
community lies at
approximately 57.570210°
North Latitude and -
154.454330° (West)
Longitude

36 Alex Brown Street

Located in the Kodiak
Island Borough

Karluk

AK

99608

907-241-2212

150

0001.00

Yakutat Tlingit Tribe

among the lowlands along
the Gulf of Alaska, 225
miles northwest of Juneau
and 220 miles southeast
of Cordova. It is at the
mouth of Yakutat Bay,
one of the few refuges for
vessels along this stretch
of coast. The Hubbard
and Malaspina Glaciers
are nearby.lIt lies at
approximately 59.546940°
North Latitude and -
139.727220° West
Longitude

PO Box 418

Located in the
Borough of Yakutat

Yakutat

AK

99689

907-784-3238

282

0001.00

Chief Andrew Isaac Health
Center

1408 19th Ave.

1408 19th Ave.

Located in the
Fairbanks North Star
Borough

Fairbanks

AK

99701

907-451-6682

090

0003.00
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Alatna Village Health Clinic

on the north bank of the
Koyukuk river, southwest
of its junction with the
Alatna River,
approximately 190 air
miles northwest of
Fairbanks and 57 miles
upriver from Hughes.
Alatna lies just west of the
municipal boundaries of
the City of Allakaket. The
community lies at
approximately 66.566920°
North Latitude and -
152.666390° (West)
Longitude

PO Box 49

Located in the Yukon
Koyukuk Census
Area

Alatna

AK

99720

907-968-2314

10

290

0003.00

Allakaket Village Health
Clinic

on the south bank of the
Koyukuk River, southwest
of its junction with the
Alatna River,
approximately 190 air
miles northwest of
Fairbanks and 57 miles
upriver from Hughes. The
village of Alatna is located
directly across the river.
The community lies at
approximately 66.562610°
North Latitude and -
152.647560° (West)
Longitude

PO Box 10

Located in the Yukon
Koyukuk Census
Area

Allakaket

AK

99720

907-968-2248

290

0003.00
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Dot Lake Village Health
Clinic

off of the Alaska Highway,
50 miles northwest of
Tok, and 155 road miles
southeast of Fairbanks. It
lies south of the Tanana
River. The areas is
divided into two separate
communities: the Native
Village of Dot Lake and
the highway community.
The community lies at
approximately 63.658640°
North Latitude and -
144.014130° (West)
Longitude

PO Box 2273

Located in the
Fairbanks North Star
Borough

Dot Lake

AK 99737

907-882-2737

10

240

0001.00

Eagle Village Health Clinic

on the Taylor Highway, 6
miles west of the Alaska-
Canadian border. Eagle is
on the left bank of the
Yukon River at the mouth
of Mission Creek. The
Yukon-Charley Rivers
National Preserve is
northwest of the area.
The community lies at
approximately 64.788060°
North Latitude and -
141.200000° (West)
Longitude

PO Box 134

Located in the
Fairbanks North Star
Borough

Eagle

AK 199738

907-547-2243

240

0001.00

Evansville Village Health
Clinic

about 180 air miles and
250 road miles northwest
of Fairbanks, adjacent to
Bettles. The community
lies at approximately
66.924910° North
Latitude and -
151.506100° (West)
Longitude

PO Box 26107

Located in the Yukon
Koyukuk Census
Area

Evansville

AK 199726

907-692-5035

290

0002.00
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Healy Lake Village Health
Clinic

on the course of the
Healy River, 29 miles east|
of Delta Junction. The
community lies at
approximately 64.026890°
North Latitude and -
144.661620° (West)
Longitude

PO Box 60300 Healy
Lake 19

Located in the
Fairbanks North Star
Borough

Fairbanks

AK 199706

907-876-5036

4

068

0001.00

Hughes Village Health
Clinic

on a 500-foot bluff on the
east bank of the Koyukuk
River, about 115 air miles
northeast of Galena and
210 air miles northwest of
Fairbanks. The
community lies at
approximately 66.048890°
North Latitude and -
154.255560° (West)
Longitude

PO Box 45049

Located in the Yukon
Koyukuk Census
Area

Hughes

AK 199745

907-889-2211

290

0003.00

Huslia Village Health Clinic

on the north bank of the
Koyukuk River, about 170
river miles northwest of
Galena and 290 air miles
west of Fairbanks. It lies
within the Koyukuk
National Wildlife Refuge.
The community lies at
approximately 65.698610°
North Latitude and -
156.399720° (West)
Longitude

PO Box 90

Located in the Yukon
Koyukuk Census
Area

Huslia

AK 199746

907-829-2204

290

0003.00
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Kaltag Village Health Clinic

on the west bank of the
Yukon River, 75 miles
west of Galena and 335
miles west of Fairbanks. It
is situated on a 35-foot
bluff at the base of the
Nulato Hills, west of the
Innoko National Wildlife
Refuge. The community
lies at approximately
64.327220° North
Latitude and -
158.721940° (West)
Longitude

PO Box 148

Located in the Yukon
Koyukuk Census
Area

Kaltag

AK 199748

907-534-2209

290

0003.00

Koyukuk Village Health
Clinic

on the Yukon River near
the mouth of the Koyukuk
River, 30 miles west of
Galena and 290 air miles
west of Fairbanks. It lies
adjacent to the Koyukuk
National Wildlife Refuge
and the Innoko National
Wildlife Refuge. The
community lies at
approximately 64.880930°
North Latitude and -
157.701030° (West)
Longitude

PO Box 30

Located in the Yukon
Koyukuk Census
Area

Koyukuk

AK 99754

907-927-2221

290

0003.00

Manley Hot Springs Village
Health Clinic

about 5 miles north of the
Tanana River on Hot
Springs Slough, at the
end of the Elliott Highway,
160 road miles west of
Fairbanks. The
community lies at
approximately 65.001110°
North Latitude and -
150.633890° (West)
Longitude

PO Box 83

Located in the Yukon
Koyukuk Census
Area

Manley Hot
Springs

AK 99756

907-672-3333

290

0002.00

i40 of i62





Attachment 1

Organization

Location

Mailing Address

Borough/Census

City

ST

Zip

Phone

RUCA

FIPS

Alaska eHealth Network
Participant List

Census Tract

Minto Village Health Clinic

on the west bank of the
Tolovana River, 130 miles
northwest of Fairbanks. It
lies on an 11-mile spur
road off of the Elliott
Highway. The community
lies at approximately
65.153330° North
Latitude and -
149.336940° (West)
Longitude

PO Box 77

Located in the Yukon
Koyukuk Census
Area

Minto

AK

99758

907-798-7412

10

290

0002.00

Nenana Village Health
Clinic

in Interior Alaska, 55 road
miles southwest of
Fairbanks on the George
Parks Highway. Nenana
is located at mile 412 of
the Alaska Railroad, on
the south bank of the
Tanana River, just east of
the mouth of the Nenana
River. It lies 304 road
miles northeast of
Anchorage. The
community lies at
approximately 64.563890°
North Latitude and -
149.093060° (West)
Longitude

PO Box 160

Located in the Yukon
Koyukuk Census
Area

Nenana

AK

99760

907-832-5247

290

0002.00
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Northway Village Health
Clinic

on the east bank of
Nabesna Slough, 50
miles southeast of Tok. It
lies off the Alaska
Highway on a 9-mile spur
road, adjacent to the
Northway airport. It is 42
miles from the Canadian
border in the Tetlin
National Wildlife Refuge.
Northway presently
consists of three
dispersed settlements:
Northway Junction, at
milepost 1264, Northway,
at the airport, and the
Native village, 2 miles
north. The community lies
at approximately
62.961670° North
Latitude and -
141.937220° (West)
Longitude

PO Box 517

Located in the
Fairbanks North Star
Borough

Northway

AK

99764

907-778-2283

10

240

0001.00

Nulato Village Health Clinic

on the west bank of the
Yukon River, 35 miles
west of Galena and 310
air miles west of
Fairbanks. It lies in the
Nulato Hills, across the
River from the Innoko
National Wildlife Refuge.
The community lies at
approximately 64.719440°
North Latitude and -
158.103060° (West)
Longitude

PO Box 65010

Located in the Yukon
Koyukuk Census
Area

Nulato

AK

99765

907-898-2209

290

0003.00
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Rampart Village Health
Clinic

on the south bank of the
Yukon River,
approximately 75 miles
upstream from its junction
with the Tanana River,
100 miles northwest of
Fairbanks. The
community lies at
approximately 65.505000°
North Latitude and -
150.170000° (West)
Longitude

P. O. Box 67049

Located in the Yukon
Koyukuk Census
Area

Rampart

AK 199767

907-358-3129

290

0002.00

Ruby Village Health Clinic

on the south bank of the
Yukon River, in the
Kilbuck-Kuskokwim
Mountains. It is about 50
air miles east of Galena
and 230 air miles west of
Fairbanks. Ruby lies
adjacent to the Nowitna
National Wildlife Refuge.
The community lies at
approximately 64.739440°
North Latitude and -
155.486940° (West)
Longitude

PO Box 74

Located in the Yukon
Koyukuk Census
Area

Ruby

AK 199768

907-468-4433

290

0003.00

Stevens Village Health
Clinic

on the north bank of the
Yukon River, 17 miles
upstream of the Dalton
Highway bridge crossing,
and 90 air miles
northwest of Fairbanks.
The community lies at
approximately 66.006390°
North Latitude and -
149.090830° (West)
Longitude

PO Box 74030

Located in the Yukon
Koyukuk Census
Area

Stevens
Village

AK (99774

907-478-7215

290

0002.00
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Tanana Village Health in Interior Alaska about (PO Box 150 Located in the Yukon [Tanana AK 99777 [907-366-7222 (10 290 0002.00
Clinic two miles west of the Koyukuk Census

junction of the Tanana Area

and Yukon Rivers, 130 air

miles west of Fairbanks.

The community lies at

approximately 65.171940°

North Latitude and -

152.078890° (West)

Longitude
Tanacross Clinic on the south bank of the |PO Box 76050 Located in the Tanacross |AK [99776 |907-883-4131 |10 240 0001.00

Tanana River, 12 miles Fairbanks North Star

northwest of Tok, at MP Borough

1324 of the Alaska

Highway. The community

lies at approximately

63.385280° North

Latitude and -

143.346390° (West)

Longitude
Alaska Psychiatric Hospital |2800 Providence Drive  |2800 Providence Drive |located in the Anchorage |AK [99508 |907-269-7100 |1 020 0016.02

Anchorage Borough

Hope Community 851 E. Westpoint Drive, |851 E. Westpoint Drive,|located in the Wasilla AK [99654 |907-357-3750 |4 170 0008.00
Resources, Inc.-Mat Su Ste 301 Ste 301 Anchorage Borough
Valley
Hope Community 1623 Mill Bay Road, Ste 2(1623 Mill Bay Road, Located in the Kodiak|Kodiak AK ]99615 [907-486-5011 |7 150 0002.00
Resources, Inc.- Ste 2 Island Borough
Kodiak/Aleutian
Hope Community 9109 Mendenhall Mall 9109 Mendenhall Mall [Located in the Juneau AK ]99801 (907-463-3602 |4 110 0005.00
Resources, Inc.- Road, Suite 5D Road, Suite 5D Juneau Borough
Juneau/Southeast
Hope Community 5115 Herman Street 5115 Herman Street Located in the North |Barrow AK [99723 |907-564-7420 |7 185 0001.00
Resources, Inc.- Slope Borough
Barrow/North Slope
Hope Community 43335 Kalifornsky Beach |43335 Kalifornsky Located in the Village |Soldotna AK [99669 |907-260-9469 |4 122 0005.00
Resources, Inc.-Kenai Road, Ste 27 Beach Road, Ste 27 of Soldotna
Peninsula
Samuel Simmonds 1296 Aguik Street 1296 Aguik Street Located in the North |Barrow AK [99723 |907-852-4611 |7 185 0001.00
Memorial Hospital Slope Borough
Bethel Public Health Center[1490 State Highway PO Box 1048 Located in the Bethel [Bethel AK ]99559 [907-543-2110 |7 050 0002.00
and Itinerant Nursing Census Area
Services
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Cordova Public Health 110 Nicholoff Way PO Box 359 Located in the valdez [Cordova AK |99574 [907-424-4547 (10 261 0001.00
Center Cordova Census
Area
Craig Public Health Center |404 Spruce PO Box 130 Located in the Craig AK 199921 [907-826-3433 (10 201 0002.00
Ketchikan Gateway
Borough
Delta Junction Public 2857 Alaska Hwy, Room [PO Box 1511 Located in the Delta AK ]99737 [907-895-4292 (10 240 0002.00
Health Center 210 Southeast Fairbanks [Junction
Census Area
Dillingham Public Health (125 Main Street PO Box 1489 Located in the Dillingham [AK (99576 |907-842-5981 |10 070 00012.00
Center Dillingham Census
Area
Fairbanks Regional Public |1025 West Barnette 1025 West Barnette Located in the Fairbanks |AK 99701 |907-452-1776 |4 090 0001.00
Health Center Fairbanks North Star
Borough
Fort Yukon Public Health  [#1 Spruce Street PO Box 316 Located in the Yukon [Fort Yukon |AK (99740 |907-662-2460 |10 290 0001.00
Office Koyukuk Census
Area
Haines Public Health Gateway Building, Main  [PO Box 717 Located in the Haines|Haines AK 199827 [907-766-3300 (10 100 0001.00
Center Street Borough
Homer Public Health 195 East Bunnell Ave, 195 East Bunnell Ave, |Located in the Kenai [Homer AK 199603 [907-235-8857 (7.4 122 0010.00
Center Suite C Suite C Peninsula Borough
Juneau Public Health 3412 Glacier Highway 3412 Glacier Highway [Located in the Juneau AK 199801 (907-465-3353 |4 110 0004.00
Center Juneau Borough
Kenai Public Health Center |630 Barnacle Way, Suite |630 Barnacle Way, Located in the Kenai |Kenai AK [99611 |907-335-3400 |4 122 0006.00
A Suite A Peninsula Borough
Ketchikan Public Health 3054 Fifth Avenu 3054 Fifth Avenu Located in the Ketchikan  [AK [99901 [907-225-4350 |[7 130 0002.00
Center Ketchikan Gateway
Borough
Kodiak Public Health 316 Mission Road, Room (316 Mission Road, Located in the Kodiak|Kodiak AK ]99615 [907-486-3319 |7 150 0002.00
Center 207 Room 207 Island Borough
Mat-Su Public Health 3223 E. Palmer_Wasilla |3223 E. Located in the Wasilla AK (99654 |907-352-6600 |[7.1 170 0010.00
Center Highway, Ste 3 Palmer_Wasilla Matanuska Susitna
Highway, Ste 3 Borough
Petersburg Public Health (103 Fram Street PO Box 377 Located in the Petersburg [AK [99833 [907-772-4611 |7 280 0002.00
Center Wrangell Petersburg
Census Area
Seward Public Health 201 3rd Avenue, Suite PO Box 810 Located in the Kenai |[Seward AK 199664 ([907-224-5567 [7.4 122 0013.00
Center 202 Peninsula Borough
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Sitka Public Health Center |210 Moller Street 210 Moller Street Located in the Sitka |Sitka AK [99835 |907-747-3255 |7 220 0002.00
Borough
Tok Public Health Center |1314 Alaska Highway PO Box 186 Located in the Tok AK 199780 [907-883-4101 (10 240 0001.00
Fairbanks North Star
Borough
Valdez Public Health 1001 Meals Avenue PO Box 950 Located in the valdez |Valdez AK (99686 |907-835-4612 |7 261 0003.00
Center Cordova Census
Area
Wrangell Public Health 215 Front Street PO Box 379 Located in the Wrangell AK 199929 [907-874-3615 (10 280 0003.00
Center Wrangell Petersburg
Census Area
Yukon Kuskokwim Delta Chief Eddie Hoffman PO Box 528 Located in the Bethel |Bethel AK [99559 |907-543-6300 |7 050 00023.00
Regional Hospital Highway Census Area
Akiachak Clinic on the west bank of the  [General Delivery Located in the Bethel [Akiachak AK ]99551 [907-825-4011 (10 050 0001.00
Kuskokwim River, on the Census Area
Yukon-Kuskokwim Delta.
It lies 18 miles northeast
of Bethel. The community
lies at approximately
60.909440° North
Latitude and -
161.431390° (West)
Longitude
Akiak Clinic on the west bank of the |PO Box 52148 Located in the Bethel |Akiak AK [99552 |907-765-7125 |10 050 0001.00

Kuskokwim River, 42 air
miles northeast of Bethel,
on the Yukon-Kuskokwim
Delta. The community lies
at approximately
60.912220° North
Latitude and -
161.213890° (West)
Longitude

Census Area
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Alakanuk Clinic

at the east entrance of
Alakanuk Pass, the major
southern channel of the
Yukon River, 15 miles
from the Bering Sea. It is
part of the Yukon Delta
National Wildlife Refuge.
It lies 8 miles southwest
of Emmonak,
approximately 162 air
miles northwest of Bethel.
It is the longest village on
the lower Yukon - the
development stretches
over a 3 mile area along
the Pass. Approximately
25 homes along the bank
are being threatened by
erosion. The community
lies at approximately
62.688890° North
Latitude and -
164.615280° (West)
Longitude

PO Box 167

Located in the Wade
Hampton Census
Area

Alakanuk

AK 99554

907-238-3151

10

270

0001.00

Aniak Clinic

on the south bank of the
Kuskokwim River at the
head of Aniak Slough, 59
miles southeast of
Russian Mission in the
Yukon-Kuskokwim Delta.
It lies 92 air miles
northeast of Bethel and
317 miles west of
Anchorage. The
community lies at
approximately 61.578330°
North Latitude and -
159.522220° (West)
Longitude

PO Box 269

Located in the Bethel
Census Area

Aniak

AK 99557

907-675-4556

050

0003.00
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Anvik Clinic

in Interior Alaska on the
Anvik River, west of the
Yukon River, 34 miles
north of Holy Cross. The
community lies at
approximately 62.656110°
North Latitude and -
160.206670° (West)
Longitude

PO Box 89

Located in the Yukon
Koyukuk Census
Area

Anvik

AK

99558

907-663-6334

10

290

0004.00

Atmautluak Clinic

on the west bank of the
Pitmiktakik River in the
Yukon-Kuskokwim delta,
20 miles northwest of
Bethel. The community
lies at approximately
60.866940° North
Latitude and -
162.273060° (West)
Longitude

PO Box 6588

Located in the Bethel
Census Area

Atmautluak

AK

99559

907-553-5114

050

0001.00

Chefornak Clinic

on the south bank of the
Kinia River, at its junction
with the Keguk River, in
the Yukon-Kuskokwim
Delta. The village lies
within the Clarence
Rhode National Wildlife
Refuge, established for
migratory waterfowl
protection. Chefornak is
98 air miles southwest of
Bethel and 490 miles
southwest of Anchorage.
The community lies at
approximately 60.160000°
North Latitude and -
164.265830° (West)
Longitud

PO Box 49

Located in the Bethel
Census Area

Chefornak

AK

99561

907-867-8919

050

0001.00
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Chevak Clinic

on the north bank of the
Niglikfak River, 17 miles
east of Hooper Bay in the
Yukon-Kuskokwim Delta.
The community lies at
approximately 61.527780°
North Latitude and -
165.586390° (West)
Longitude

PO Box 212

Located in the Wade
Hampton Census
Area

Chevak

AK 199563

907-858-7069

270

0001.00

Chuathbaluk Clinic

87 air miles northeast of
Bethel and 310 miles
west of Anchorage. The
community lies at
approximately 61.571940°
North Latitude and -
159.245000° (West)
Longitude.

PO Box CHU

Located in the Bethel
Census Area

Chuathbaluk

AK 199557

907-467-4114

050

0003.00

Crooked Creek

in the Kilbuk-Kuskokwim
Mountains 50 miles
northeast of Aniak, 141
miles northeast of Bethel,
and 275 miles west of
Anchorage. The
community lies at
approximately 61.870000°
North Latitude and -
158.110830° (West)
Longitude.

PO Box 49

Located in the Bethel
Census Area

Crooked
Creek

AK 99575

907-432-2222

050

0003.00

Eek Clinic

35 air miles south of
Bethel in the Yukon-
Kuskokwim Delta, and
420 miles west of
Anchorage. The
community lies at
approximately 60.218890°
North Latitude and -
162.024440° (West)
Longitude.

PO Box 69

Located in the Bethel
Census Area

Eek

AK 199578

907-536-5314

050

0001.00
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Emmonak Clinic

120 air miles northwest of
Bethel and 490 air miles
from Anchorage, in the
Yukon Delta National
Wildlife Refuge. The
community lies at
approximately 62.777780°
North Latitude and -
164.523060° (West)
Longitude.

PO Box 246

Located in the Wade
Hampton Census
Area

Emmonak

AK

99581

907-949-3500

10

270

0001.00

Holy Cross Clinic

40 miles northwest of
Aniak and 420 miles
southwest of Fairbanks.
The community lies at
approximately 62.199440°
North Latitude and -
159.771390° (West)
Longitude.

PO Box 17

Located in the Yukon
Koyukuk Census
Area

Holy Cross

99602

907-476-7174

10

290

0004.00

Hooper Bay Clinic

500 miles west of
Anchorage. The
community lies at
approximately 61.531110°
North Latitude and -
166.096670°

PO Box 49

Located in the Wade
Hampton Census
Area

Hooper Bay

AK

99604

907-758-4519

10

270

0001.00

Lower Kalskag Clinic

26 miles west of Aniak, 89
miles northeast of Bethel,
and 350 miles west of
Anchorage. The
community lies at
approximately 61.512220°
North Latitude and -
160.358060° (West)
Longitude.

PO Box 97

Located in the Bethel
Census Area

Lower
Kalskag

AK

99626

907-471-2347

10

050

0003.00

Upper Kalskag Clinic

30 miles west of Aniak, 99
miles northeast of Bethel
and 348 miles west of
Anchorage. The
community lies at
approximately 61.537660°
North Latitude and -
160.307210°

PO Box 9

Located in the Bethel
Census Area

Upper
Kalskag
(also called
Kalskag)

AK

99607

907-471-2276

10

050

0003.00
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Kasigluk Clinic

on the Johnson River in
the Kuskokwim River
Delta, 26 miles northwest
of Bethel. The community
is comprised of Old and
New Kasigluk,
surrounded by the
Johnson River and a
network of lakes. The
community lies at
approximately 60.895060°
North Latitude and -
162.517990° (West)
Longitude.

PO Box 99

Located in the Bethel
Census Area

Kasigluk

AK 199609

907-477-6210

050

0001.00

Kipnuk Clinic

on the west bank of the
Kugkaktlik River in the
Yukon-Kuskokwim Delta,
85 air miles southwest of
Bethel. It lies four miles
inland from the Bering
Sea coast. The
community lies at
approximately 59.938890°
North Latitude and -
164.041390° (West)
Longitude.

PO Box 183

Located in the Bethel
Census Area

Kipnuk

AK 199614

907-896-5334

050

0001.00

Kongiganak Clinic

on the west shore of
Kuskokwim Bay, west of
the mouth of the
Kuskokwim River. It lies
70 miles southwest of
Bethel and 451 miles
west of Anchorage. The
community lies at
approximately 59.880000°
North Latitude and -
163.054000° (West)
Longitude.

PO Box 5089

Located in the Bethel
Census Area

Kongiganak

AK 199545

907-557-5127

050

0001.00
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Kotlik Clinic

on the east bank of the
Kotlik Slough, 35 miles
northeast of Emmonak in
the Yukon-Kuskokwim
Delta. It lies 165 air miles
northwest of Bethel, and
460 miles from
Anchorage. The
community lies at
approximately 63.034170°
North Latitude and -
163.553330° (West)
Longitude.

PO Box 20268

Located in the Wade
Hampton Census
Area

Kotlik

AK

99620

907-899-4511

10

270

0001.00

Kwethluk Clinic

located 12 air miles east
of Bethel on the Kwethluk
River at its junction with
the Kuskokwim. The
village is the second
largest along the Lower
Kuskokwim River,
following Bethel. The
community lies at
approximately 60.812220°
North Latitude and -
161.435830° (West)
Longitude.

PO Box 69

Located in the Bethel
Census Area

Kwethluk

AK

99621

907-757-6627

050

0001.00

Kwigillingok Clinic

on the western shore of
Kuskokwim Bay near the
mouth of the Kuskokwim
River. It lies 77 miles
southwest of Bethel and
388 miles west of
Anchorage. The village of
Kongiganak is nearby.
The community lies at
approximately 59.863930°
North Latitude and -
163.133220° (West)
Longitude.

PO Box 69

Located in the Bethel
Census Area

Kwigillingnok

99622

907-588-8813

050

0001.00
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Lime Village Clinic

on the south bank of the
Stony River, 50 miles
southeast of its junction
with the Kuskokwim
River. The village is 111
air miles south of
McGrath, 137 miles east
of Aniak, and 185 miles
west of Anchorage. The
community lies at
approximately 61.356390°
North Latitude and -
155.435560° (West)
Longitude.

General Delivery

Located in the Bethel
Census Area

Lime Village

AK

99626

907-526-5113

10

050

0003.00

Marshall Clinic

on the north bank of Polte
Slough, north of Arbor
Island, on the east bank
of the Yukon River in the
Yukon-Kuskokwim Delta.
It lies on the northeastern
boundary of the Yukon
Delta National Wildlife
Refuge. The community
lies at approximately
61.877780° North
Latitude and -
162.081110° (West)
Longitude.

PO Box 10

Located in the Wade
Hampton Census
Area

Marshall

AK

99585

907-679-6226

270

0001.00
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Mekoryuk Clinic

at the mouth of Shoal Bay
on the north shore of
Nunivak Island in the
Bering Sea. The Island
lies 30 miles off the coast.
It is 149 air miles west of
Bethel and 553 miles
west of Anchorage.
Mekoryuk is part of the
Yukon Delta National
Wildlife Refuge. The
community lies at
approximately 60.388060°
North Latitude and -
166.185000° (West)
Longitude

PO Box 43

Located in the Bethel
Census Area

Mekoryuk

AK

99630

907-827-8145

10

050

0001.00

Mountain Village Clinic

on the north bank of the
Yukon River,
approximately 20 miles
west of St. Mary's and
470 miles northwest of
Anchorage. It is at the
foot of the 500" Azachorok|
Mountain, the first
mountain encountered by
those traveling up the
Yukon. The community
lies at approximately
62.085560° North
Latitude and -
163.729440° (West)
Longitude

PO Box 207

Located in the Wade
Hampton Census
Area

Mountain
Village

AK

99632

907-591-2620

270

0001.00
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Napakiak Clinic

on the north bank of the
Kuskokwim River, 15
miles southwest of Bethel.
It is located on an island
between the Kuskokwim
River and Johnson's
Slough. It lies 407 miles
west of Anchorage. The
community lies at
approximately 60.696670°
North Latitude and -
161.951940° (West)
Longitude

PO Box 70

Located in the Bethel
Census Area

Napakiak

AK 199634

907-589-2711

050

0001.00

Napaskiak Clinic

on the east bank of the
Kuskokwim River, along
the Napaskiak Slough, 7
miles southeast of Bethel.
The community lies at
approximately 60.708060°
North Latitude and -
161.766110° (West)
Longitude

PO Box 6044

Located in the Bethel
Census Area

Napaskiak

AK 99559

907-737-7329

050

0001.00

Newtok Clinic

on the Ninglick River
north of Nelson Island in
the Yukon-Kuskokwim
Delta Region. Itis 94
miles northwest of Bethel.
The community lies at
approximately 60.942780°
North Latitude and -
164.629440° (West)
Longitude

PO Box 5508

Located in the Bethel
Census Area

Newtok

AK 199559

907-237-2111

050

0001.00
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Nightmute Clinic

on Nelson Island, in
western Alaska. It is 18
miles upriver from
Toksook Bay and 100
miles west of Bethel. The
community lies at
approximately 60.479440°
North Latitude and -
164.723890° (West)
Longitude

PO Box 90011

Located in the Bethel
Census Area

Nightmute

AK

99690

907-647-6312

050

0001.00

Nunapitchuk Clinic

on the both banks of the
Johnson River, 22 miles
northwest of Bethel in the
Yukon-Kuskokwim Delta.
The community lies at
approximately 60.896890°
North Latitude and -
162.456830° (West)
Longitude

PO Box 50

Located in the Bethel
Census Area

Nunapitchuk

AK

99641

907-527-5227

050

0001.00

Oscarville Clinic

on the north bank of the
Kuskokwim River
opposite Napaskiak, 6
miles southwest of Bethel.
It lies 401 miles west of
Anchorage. The
community lies at
approximately 60.722780°
North Latitude and -
161.770000° (West)
Longitude

General Delivery

Located in the Bethel
Census Area

Oscarville

AK

99559

907-737-7231

050

0001.00

Pilot Station Clinic

on the northwest bank of
the Yukon River, 11 miles
east of St. Mary's and 26
miles west of Marshall on
the Yukon-Kuskokwim
Delta. The community lies
at approximately
61.938890° North
Latitude and -
162.875000° (West)
Longitude

PO Box 5089

Located in the Wade
Hampton Census
Area

Pilot Station

AK

99650

907-549-3127

270

0001.00
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Pitka's Point Clinic

near the junction of the
Yukon and Andreafsky
Rivers, 5 miles northwest
of St. Mary's on the
Yukon-Kuskokwim Delta.
It lies 3 miles by road
from the St. Mary's
airport. The community
lies at approximately
62.032780° North
Latitude and -
163.287780° (West)
Longitude

PO Box 164

Located in the Wade
Hampton Census
Area

Pitkas Point

AK

99658

907-438-2546

270

0001.00

Quinhagak Clinic

on the Kanektok River on
the east shore of
Kuskokwim Bay, less than
a mile from the Bering
Sea coast. It lies 71 miles
southwest of Bethel. The
community lies at
approximately 59.748890°
North Latitude and -
161.915830° (West)
Longitude

PO Box 150

Located in the Bethel
Census Area

Quinhagak

AK

99655

907-556-8320

050

0001.00

Russian Mission Clinic

on the west bank of the
Yukon River in the Yukon-|
Kuskokwim Delta, 25
miles southeast of
Marshall. It lies 70 air
miles northeast of Bethel
and 376 miles west of
Anchorage. The
community lies at
approximately 61.785000°
North Latitude and -
161.320280° (West)
Longitude

PO Box 58

Located in the Wade
Hampton Census
Area

Russian
Mission

AK

99657

907-584-5611

270

0001.00
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St Mary's Clinic

on the north bank of the
Andreafsky River, 5 miles
from its confluence with
the Yukon River. It lies
450 air miles west-
northwest of Anchorage.
The City of St. Mary's
encompasses the Yup'ik
villages of St. Mary's and
Andreafsky. The
community lies at
approximately 62.053060°
North Latitude and -
163.165830° (West)
Longitude

PO Box 310

Located in the Wade
Hampton Census
Area

St Marys

AK 199658

907-438-3500

270

0001.00

Scammon Bay Clinic

on the south bank of the
Kun River, one mile from
the Bering Sea. It lies to
the north of the 2,300-foot
Askinuk Mountains on the
Yukon-Kuskokwim Delta.
The community lies at
approximately 61.842780°
North Latitude and -
165.581670° (West)
Longitude

PO Box 150

Located in the Wade
Hampton Census
Area

Scammon
Bay

AK 199663

907-558-5511

270

0001.00

Shageluk Clinic

on the east bank of the
Innoko River,
approximately 20 miles
east of Anvik and 34
miles northeast of Holy
Cross. The Innoko is a
tributary of the Yukon
River. The community lies
at approximately
62.682220° North
Latitude and -
159.561940° (West)

Longitude

PO Box 54

Located in the Yukon
Koyukuk Census
Area

Shageluk

AK 199665

907-473-8231

290

0004.00
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Sheldon's Point

on a south fork of the
Yukon River, about 9
miles south of Alakanuk
and 18 miles southwest of
Emmonak on the Yukon-
Kuskokwim Delta. It lies
500 miles northwest of
Anchorage. The
community lies at
approximately 62.533610°
North Latitude and -
164.841110° (West)
Longitude

PO Box 29

Located in the Bethel

Census Area

Sheldon's
Point (also
called
Nunam lqua)

AK 199666

907-498-4228

270

0001.00

Sleetmute Clinic

on the east bank of the
Kuskokwim River, 1.5
miles north of its junction
with the Holitna River. It
lies 79 miles east of
Aniak, 166 miles
northeast of Bethel, and
243 miles west of
Anchorage. The
community lies at
approximately 61.702500°
North Latitude and -
157.169720° (West)
Longitude

PO Box 43

Located in the Bethel

Census Area

Sleetmute

AK 199668

907-449-4222

050

0003.00

Stony River Clinic

on the north bank of the
Kuskokwim River, 2 miles
north of its junction with
the Stony River. The
village is 100 miles east
of Aniak, 185 miles
northeast of Bethel, and
225 miles west of
Anchorage. The
community lies at
approximately 61.783060°
North Latitude and -
156.588060° (West)
Longitude

General Delivery

Located in the Bethel

Census Area

Stony River

AK 199557

907-537-3228

050

0003.00
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Toksook Bay Clinic

on Nelson Island, which
lies 115 miles northwest
of Bethel. Itis on
Kangirlvar Bay across the
water from Nunivak
Island. Tununak is about
8 miles to the northwest.
The community lies at
approximately 60.530280°
North Latitude and -
165.102500° (West)
Longitude

PO Box 37028

Located in the Bethel
Census Area

Toksook

AK

99637

907-427-3500

050

0001.00

Tuluksak Clinic

on the south bank of the
Tuluksak River at its
junction with the
Kuskokwim River. The
village is 35 miles
northeast of Bethel. The
community lies at
approximately 61.102500°
North Latitude and -
160.961670° (West)
Longitude

PO Box 194

Located in the Bethel
Census Area

Tuluksak

AK

99679

907-695-6991

050

0001.00

Tuntutuliak Clinic

on the Qinag River,
approximately 3 miles
from its confluence with
the Kuskokwim River,
about 40 miles from the
Bering Sea coast. It lies
40 miles southwest of
Bethel and 440 miles
west of Anchorage. The
community lies at
approximately 60.343060°
North Latitude and -
162.663060° (West)
Longitude

PO Box 8107

Located in the Bethel
Census Area

Tuntutuliak

AK

99680

907-256-2717

050

0001.00
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Tununak Clinic

in a small bay on the
northeast coast of Nelson
Island, 115 miles
northwest of Bethel and
519 miles northwest of
Anchorage. The
community lies at
approximately 60.585130°
North Latitude and -
165.255490° (West)
Longitude

PO Box 102

Located in the Bethel
Census Area

Tununak

AK 199681

907-652-6829

050

0001.00

Central Peninsula Hospital

250 Hospital Place

250 Hospital Place

Located in the Kenai
Peninsula Borough

Soldotna

AK 199669

907-714-4718

122

0007.00

Point Hope Clinic
(Maniilaq)

near the tip of Point Hope
peninsula, a large gravel
spit that forms the
western-most extension
of the northwest Alaska
coast, 330 miles
southwest of Barrow. The
community lies at
approximately 68.347780°
North Latitude and -
166.808060° (West)
Longitude

PO Box 49

Located in the
Northwest Arctic
Borough

Point Hope

AK 199766

907-368-2234

185

0002.00

Louden Village Health
Clinic (TCC)

on the north bank of the
Yukon River, 45 miles
east of Nulato and 270 air
miles west of Fairbanks. It
lies northeast of the
Innoko National Wildlife
Refuge. The community
lies at approximately
64.733330° North
Latitude and -
156.927500° (West)
Longitude

General Delivery

Located in the Yukon
Koyukuk Census
Area

Galena

AK 199741

907-356-1315

290

0003.00
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Tetlin Village Health Clinic
(TCC)

along the Tetlin River,
between Tetlin Lake and
the Tanana River, 20
miles southeast of Tok. It
lies in the Tetlin National
Wildlife Refuge. The
village is connected by
road to the Alaska
Highway. The community
lies at approximately
63.137220° North
Latitude and -
142.516110° (West)
Longitude

PO Box TTL

Located in the Yukon
Koyukuk Census
Area

Tetlin

AK 99779

907-324-2151

10

240

0001.00
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